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Executive Summary

Impaired driving has a profound impact on society and public
safety, claiming the lives of innocent victims, causing significant
injury, and costing millions of dollars in property damage,
medical care, and criminal justice expenditures. Despite a

50% decrease in alcohol-impaired driving fatalities since 1982,
more than 10,000 people are killed in alcohol-impaired driving
crashes annually (NHTSA, 2017). The growing number of states
legalizing marijuana and the spread of the opioid epidemic
across large swaths of the country has also given rise to
concerns about more drug-impaired drivers and drivers under
the influence of multiple substances on the roadways. Clearly,
addressing impaired driving must continue to be a national
priority.

For law enforcement, prosecutors, and the judiciary to be
effective in combatting DUI, they must have effective strategies
to support investigation, prosecution, and adjudication. From

a law enforcement perspective, the biggest challenge in
making an impaired driving arrest is obtaining a blood alcohol
concentration (BAC) or evidence of drug use. If the suspect
refuses a breath test, or if the officer thinks there may be drug
impairment and the suspect refuses a blood or urine test,

the officer has little evidence to build the case unless he/she
can obtain a warrant quickly. Drug-impaired driving presents
additional challenges on account of the rapid metabolization of
drugs within the body. The inability to obtain a warrant quickly
means that drug concentrations in the body at the time of a
blood draw will not accurately reflect concentrations in the
body at the time of driving.

Luckily, with the availability of technology, lengthy and
time-consuming processes for obtaining search warrants are
becoming an anachronism. Electronic warrants (eWarrants)
provide a mechanism for officers to obtain accurate BAC or
toxicology results in a timely manner. These systems can
significantly streamline the arrest process, allowing officers to
complete requests in their patrol cars on tablets, smartphones,
or computers. This practice reduces the amount of time that
officers are off the street and the amount of time between

the request, approval, and execution of the warrant. Use of

an eWarrant system, in which electronic transmission of the
warrant affidavit and judicial approval are done through an
online information management system, further streamlines
the process.
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The automated nature of the content of most eWarrants also
results in fewer mistakes and errors in the request, which in
turn means fewer warrants are rejected by judges. As such,
there is a greater likelihood that a blood test will be obtained,
resulting in better case outcomes and more appropriate
sentencing. By automating the warrant process, we give law
enforcement officers a tool for pursuing justice and ensuring
that individuals who drive while impaired are held accountable
for their actions.

IMPLEMENTATION GUIDE

The Foundation for Advancing Alcohol Responsibility
(Responsibility.org) awarded a grant to the Justice Management
Institute (JMI) to create a best practices guide for implementing
and using eWarrant systems. JMI conducted a multi-phase
study to document effective eWarrant systems consisting of:

A legislative scan to identify which states permit the use of
electronic warrants for searches and/or the establishment
of probable cause.

Web-based focus groups with judges and prosecutors and
one-on-one interviews with law enforcement to discuss
critical issues related to the implementation and use of
eWarrant systems.

Intensive case studies in five jurisdictions with well-
established and diverse eWarrant systems (Maricopa
County, Arizona; Delaware; Minnesota; Montgomery and
Lubbock County, Texas; and Utah).

Review of findings and the themes identified in the case
studies with a working group consisting of experts in
law enforcement, prosecution, court administration, the
judiciary, and policy. The working group members also
offered insight about the most effective strategies for
designing and implementing eWarrant systems, funding
and resource allocation, and overcoming common
challenges.

The information gathered from these activities led to the develop-
ment of an implementation guide for practitioners. The guide
offers insight into the process of planning, designing, funding,
and implementing eWarrant systems and highlights important
considerations that can influence decision-making along the way.



https://www.responsibility.org/
www.jmijustice.org

LEGISLATIVE FRAMEWORK

AllL 50 states have legislation governing search and seizure
that define probable cause, exceptions to the search warrant
requirement, and unique restrictions such as the timeframe
for the execution of a warrant or rights if a warrantless search
is conducted. In reviewing state legislation, JMI found that 45
states include language (either in legislation or in court rules)
allowing the issuance of warrants based on telephonic, video,
or electronic affidavits.

If a state is considering the passage of legislation or amending
current legislation, there are certain elements deemed to be
critical. The actual elements that are desirable in a specific
state or jurisdiction will vary based on the type of system used.

Provision for the transmission of the warrant by electronic
means, ideally allowing for flexibility to adapt to emerging
technologies by not prescribing the specific electronic or
digital methods of transmission.

Provision for oral testimony by telephone or video to allow
officers to be sworn in remotely without having to give the
oath in-person.

Language that addresses the need for recording the oral
statement and certification by the judge that the sworn
oral statement is a true recording under oath.

Language that addresses the retention of the recording as
part of the record of proceedings.

Inclusion of sworn statement under penalty of perjury

to provide further efficiency [i.e., allowing the officer to
electronically sign a penalty of perjury statement in lieu of
providing testimony).

Permission for electronic or digital signature by the officer
and the approving judge, judicial officer, or magistrate,
ideally allowing for flexibility for emerging technologies,
but at a minimum including electronic encrypted digital
signatures, signatures affixed by electronic stylus, or
typewritten signatures.

If electronic or digital signatures are going to be
permissible, inclusion of language related to identity
verification protocols should be included, again without
being too prescriptive to allow for flexibility as security
protocols evolve.

Language allowing the reporting of failed tests to licensing
agencies, ideally allowing for electronic information
exchange between eWarrant systems and licensing agency
systems.
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PLANNING AND DESIGNING AN EWARRANT SYSTEM

Among the greatest lessons learned from jurisdictions that
have implemented electronic warrant systems is the need
for robust planning in the design phase. There are four major
steps to this process:

Identify and engage agencies and individuals. ] Central

to the planning process is collaboration to help align multiple
perspectives with legal issues, processes, and technology.
Effective eWarrant systems require input from a variety of
stakeholders, both traditional and non-traditional. In each of
the jurisdictions studied by JMI, a premium was placed on early
collaboration - involving judges, law enforcement, prosecutors,
and information technology personnel at the state or county
levels - as part of the project management team. There are
other individuals though who can provide useful insight on

the design of the system and its implementation, including
legislators, laboratory technicians involved in the analysis

of blood tests, the defense bar, county or state government
representatives for the procurement process, state department
of transportation/office of highway and traffic safety, traffic safety
resource prosecutors (TSRPs), sheriffs and police chief associa-
tions, and the state driver licensing authority to name a few.

There are two primary steps that should be taken to engage
stakeholders and to build a collaborative project team:

1.ldentify the appropriate stakeholder groups

2.Create a system to solicit their input and foster participa-
tion in planning

Engage in high-level preparation. ] Once a collaborative

project management team has been identified, a deliberate
planning process should be followed, starting first with a series
of high-level preparation tasks:

Clearly state the problem to be solved (i.e., articulate what
issues the eWarrant system will address) and define the
goals and objectives of the project.

Decide on a high-level approach - determine who will
conduct on analysis of the current process for requesting
and issuing warrants; identify who will be the lead
organization to manage the analysis; determine whether
an existing system already has a built-in solution;
designate one agency/entity with the authority and
responsibility to address future issues as they arise.




Know the budget (develop a high-level estimate of costs,
using information from other jurisdictions, and possible
blind consultation with vendors and consultants early in
the planning process).

Map a planning process in terms of time, resources, and
responsible parties.

Procure technical assistance if using a consultant.

[ Analyze business processes. | Business process analysis

is a proven technique for clearly defining needs and solutions
to those needs. For an eWarrant system, the analysis will
necessarily deal with software, hardware, and processes.

The business analysis will typically take between six to nine
months. The following steps are commonly used in a business
process analysis, tailored to an eWarrant system. The deliver-
able is often called a business requirements document (BRD),
which provides specific details about the solutions that will be
implemented for the eWarrant system.

1. Undertake information-gathering (e.g., collect data and
gather existing process documentation; conduct interviews
and site visits to gather requirements from key stakehold-
ers and users; conduct statutory research).

2.Map the existing “as-is” business processes [e.g., use
information gathered to create a narrative description,
workflow diagrams, user lists, and data/document indexes
and repositories).

3.Map the new, proposed business processes [e.g., complete
a business requirements document, requirements trace-
ability matrix, workflow diagrams, business rules, and
user roles and permissions).

4.1dentify all data and information exchange touchpoints.
5. Catalogue all forms and documents to be automated.

6. Define administrative tools [i.e., identify who requires ac-
cess and to what degree as well as the particular values or
items that need to be included in order to navigate through
the system).

7. Specify performance requirements (i.e., anticipate agency
decision-maker and frontline staff expectations for system
performance and work with system developers to mitigate
issues and ensure that the system functions to meet the
needs of its users).
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Determine technological requirements. | A business pro-

cess analysis for an eWarrant system will need to be paralleled
or followed by an analysis of the technological requirements,
which should include:

Involvement of state or county information technology (IT)
personnel to help understand what technology options are
available currently and what may be needed.

Consideration of security and privacy issues related to any
existing platform or a new platform to be developed, in
addition to the design features.

Identification of what expectations law enforcement,

prosecutors, and judges have about how the system

should operate, particularly in terms of how they will
access and use the system.

Ideally, the eWarrant system can be built onto an existing
platform. Beyond the obvious benefit of likely being more cost
effective, use of an existing platform can reduce the need for
user hardware, benefit from use of existing access and security
protocols, and streamline the implementation process. If this is
not feasible, a new system must be constructed.

Development of technology requirements can be conducted
in parallel with a business process analysis, but should be
predicated on business requirements. The following steps are
commonly used in the development of technology require-
ments, tailored to an eWarrants system:

1. Perform technology information-gathering (i.e., document
existing technologies and infrastructure including net-
work diagram, network hardware and software (including
bandwidth, security, access controls, and operating sys-
tems) host systems, end-user hardware and software, and
mobile technologies that may be used by law enforcement
or other stakeholders).

2.Conduct a technology gap analysis to assess whether the
existing network and application technologies will support
a solution, or whether the foundational technologies need
to be upgraded/supplemented.

3. Define architecture of the new system [i.e., identify the key
components and delineate which agencies or entities have
ownership of each of these components).

4. Define suite of technologies that will meet the needs for
the eWarrant system [e.qg., if the jurisdiction is currently
using faxed affidavits and warrants, how much will the
system simply mirror a document management exchange
in digital format?).




FUNDING ELECTRONIC WARRANT SYSTEMS

As with any technology solution in criminal justice, the

major questions are, “How much is this going to cost, how

is it funded, and who is going to pay for it?” There are no

easy answers to these questions, and they will undoubtedly
vary from state to state, county to county, agency to agency.
High-level preparation should provide early cost parameters
that will be refined as a result of understanding the technology
requirements highlighted in the previous section.

The type of costs will vary - from hardware and software costs
to personnel costs for programming. There may also be costs
associated with hiring consultants to conduct business process
analyses. A good planning process should take all possible
costs into consideration to identify opportunities for multiple
funding sources and cost-sharing. Among the jurisdictions
studied by JMI, costs for design and implementation ranged
from zero (in the case of Delaware in which costs were just
absorbed as part of the normal function of the Delaware
Justice Information System] to $350,000 in Minnesota to build
an eWarrant module into the state’s e-Charging platform.

The jurisdictions studied used several different funding sources
- including state or grant funding, fees for cost recovery, and
other low-cost options - to cover the expense of their eWarrant
systems. Agencies that are considering developing their

own eWarrant system should explore each of these funding
strategies to determine their feasibility.

POLICY AND OPERATIONS

A central theme throughout interviews with stakeholders

who have implemented eWarrant systems is that consistency

ensures reliability and operational policies foster consistency.
Although states may have explicit policies enumerated statu-

torily or through court rule, there are certain key policies that

should be considered by jurisdictions seeking to implement or
refine electronic warrant systems:

[ Authentication and security. | Even on a secure system,

user authentication is paramount for ensuring that judges can
identify the law enforcement officers with whom they are deal-
ing and vice versa. Authentication and security risks decrease
if the system is both secure and verifiable at each end of the
communication and if the network is secure. Authentication
and security, then, are categorized on digital systems as user
identification and network security.

RESPONSIBILITY.ORG

Executive Summary | iv

User identification methods include login authentication, which
authenticates a user before access to the system is granted;
network access authentication which authenticates both user
identity and application access to the network services; and

IP security authentication which is necessary for officers and
judges to electronically sign warrants. User identification
technologies include usernames and passwords, authentica-
tion codes, and biometrics. Comparable technologies are used
to authenticate electronic signatures by officers on applications
and affidavits and by judges on warrants as well as other types
of related orders.

Network security is key to determining how secure user
identification needs to be. In non-technical terms, if a network
is not secure, and access to it is easily compromised, user
identification is critical to authentication and security. Network
communications between law enforcement and the courts may
be provided in a closed network environment, using dedicated,
leased lines. But, most network communications today are
virtual, or virtual private networks (VPNs], that utilize the
public Internet or components of it. Most network security

is provided by server authentication and encryption. If there
are not current authentication and security protocols in place
for other systems that can be incorporated into an eWarrant
application, jurisdictions should consider conducting a security
needs analysis.

Officer’s oath and swearing to factual statements. | One of

the challenges to an eWarrant system is the need to take offi-
cers’ oaths and have them swear to the facts contained within
the warrant. In many places, statute or local rule requires

this be done in-person, which can present a barrier to the
timely issuance of the warrant. In some jurisdictions, it may be
necessary to engage the courts in changing the administrative
rules of criminal procedure to allow probable cause statements
to be sworn in electronically or digitally as was the case in
Utah. In other instances, legislation may need to be changed.

Some of the options identified in the case study jurisdictions
and by the expert working group members for addressing oath
issues include:

Adding a penalty of perjury statement on the warrant (i.e.,
declaring the facts stated in the warrant to be true and
correct) which is then signed and dated.

Allowing the swearing-in to occur over a recorded
telephone line or video conference which is permitted in
Georgia.




Allowing law enforcement officers to swear in other law
enforcement officers as is common practice in Texas.

[ Warrant retention. | Another policy consideration is how

long, and where, pending and executed warrants will be
retained. In making determinations about the retention policy,
some questions to consider include:

Are there statutory requirements for the retention of
records, specifically warrants?

Which agency will have responsibility for storing the
warrants?

What is the impact on storage space (largely determined
by length of retention policies)?

For what purposes might someone need access to stored
warrants, and who would be authorized to access these
documents?

Beyond policy, the expert working group pointed to pilot testing
and training as critical elements for ensuring consistency and
uniformity in the use of eWarrant systems.

Pilot testing. | In an effort to identify potential challenges

or issues with a new eWarrant system, many jurisdictions
have opted to run a pilot test of the system with a subgroup
of offenses or in a single jurisdiction before going fully “live.”
Many of the current statewide systems, such as the one in
Utah, began in a single jurisdiction with a single law enforce-
ment agency.

The pilot test validates the processes and functionality of

the system, identifies potential glitches in the software, and
highlights any unforeseen challenges. The pilot test also
provides insight into training that will be needed or any areas of
additional resistance to change that may need to be addressed.
During and following the pilot test, it will be important to
collect and assess feedback. Standardized questionnaires to
solicit user feedback, along with metrics on system perfor-
mance, are both useful tools for systemically documenting the
pilot test process.

Both user experience and system performance should be
analyzed to identify:

Pervasive issues that may require additional programming
or development.

Aesthetic issues related to layout and format of the online
interface.

Paper documentation that is generated from the system.
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Training needs to provide more clarity for users.

Depending on the scope of revisions identified, particularly
those related to reprogramming or development, it may be
necessary to conduct additional tests prior to full implementa-

tion.

To ensure that users of any eWarrant system

are able to navigate the system efficiently, proper training is
necessary. The better and more comprehensive the training,
the less likely that users will encounter problems, thus mini-
mizing frustration with the process and increasing acceptance
and support for the system’s use. Important activities for any
eWarrant training initiative include:

Identify all agencies that may require training and
education on system implementation and use.

Identify which entity will be responsible for developing a
training curricula and associated materials.

Identify who will be responsible for conducting training
(i.e., will one individual or entity be responsible or will a
train-the-trainer format be used?).

Develop a standard training curricula and materials to be
used by all parties involved to ensure consistency.

Determine when it is most advantageous to train system
users and in what venue.

Explore the possibility of offering continuing legal
education (CLE) credits as an incentive for completing the
training.

Update and augment the training to reflect feedback from

system users [i.e., as issues with the system are identified,
incorporate these into training to educate users on how to

troubleshoot effectively or avoid complications).

Regardless of the training approach employed, all jurisdictions
should seek to ensure consistency in educational content and
materials. Furthermore, it is recommended that feedback

be elicited from practitioners to gauge whether the level

of information contained in the training is adequate and to
determine whether existing materials require updating and/or
augmentation. As common issues with system operation and
use are identified, training should be modified to make sure
that they are addressed.




MEASURING EFFECTIVENESS

Ongoing assessment of eWarrant and eWarrant system
effectiveness is critically important for ensuring the intended
goals are being met, and if they are not, measures of effective-
ness can help pinpoint areas for improvement. If a jurisdiction
is creating an eWarrant system, attention should be given to
the types of metrics that can be built into the system as a data
dashboard or for regular reporting (e.g., number of system
logins; number of warrant requests submitted; number of
warrants approved and rejected; average length of time from
submission to return of service, etc.).

Other metrics that can be helpful are those that document the
user’s experience. Although these metrics typically are not
built into the system itself, a short annual questionnaire or
roundtable at the state law enforcement/judicial conference
can be used to collect information (e.g., How easy was it to
access the eWarrant? How easy was it submit the affidavit?
Did you encounter any problems when preparing or reviewing
an eWarrant?).

Finally, eWarrants are intended to provide law enforcement,
prosecutors, and judges with the tools they need to effectively
respond to DUl and to hold offenders accountable. These
broader outcomes can be measured by tracking information
and analyzing change over time (e.g., number of refusals

to submit to chemical testing; number of motions made to
suppress BAC tests on the basis of probable cause; number
of DUI convictions, etc.). Agencies are also encouraged to
collect baseline data to be able to show how eWarrant systems
improve overall system efficiency and outcomes. For example,
showing the amount of time that can be saved by transitioning
to an electronic warrant system or reductions in warrant
rejection due to errors.

CASE STUDIES

Jurisdictions interested in developing and implementing their
own eWarrant system are encouraged to first examine the
systems/processes in place in other localities and learn from
both the challenges and successes of agencies in other states.
Each of the systems studied by JMI have unique features and
operate in a slightly different manner; they represent local-
ly-based to integrated statewide systems.
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eSearch Warrants in Minnesota

In Minnesota, the courts use a statewide electronic charging
system, known as e-Charging, for criminal complaints and

to move information between law enforcement, prosecution,
courts, and the state driver and vehicle services department.
In addition to criminal complaints and search warrants,
e-Charging is used for electronic citation processing, DWI
processing, and law enforcement incident report submission to
prosecutors.

Minnesota prioritized the development of eSearch warrants
for blood draws in DWI cases because in addition to court
decisions requiring search warrants for blood or urine tests,
the state was experiencing a growing number of legal chal-
lenges around blood draws and implied consent. These factors
combined with a significant increase in blood draw requests
and the challenges to obtaining time-sensitive warrants in
rural areas provided the needed impetus for the creation of an
electronic system.

What to know about Minnesota’s system:

The Bureau of Criminal Apprehension (BCA) was
responsible for the planning, design, and implementation
of the eSearch warrant application with a $350,000 grant
from the Department of Public Safety’s Office of Traffic
Safety.

A collaborative group of stakeholders, including law
enforcement, the State Court Administrator’s Office, and
district court judges, worked together to draft the warrant
template.

The roll-out of eWarrants for DWIs began in October 2016
with a 3-month pilot program, first with the Minnesota
State Police in Hennepin County. By mid-November 2016,
eight municipal police departments had been added to the
pilot, with successive roll-outs across the state by judicial
district. By April 2017, the system had gone statewide.

Officers seeking a warrant for a blood test log onto a
secure portal to complete and submit an electronic search
warrant application to a judge.

The system is designed to interface with Driver and
Vehicle Services so that the officer can conduct a search
based on name and date of birth to confirm the identity
of the suspect and auto-populate the demographic fields
(e.g., address; driver’s license) as well as the vehicle
information.




The on-call judge receives an email with a hyperlink
directly to the warrant in the system. After reviewing
the warrant, the judge may either issue it by applying an
electronic signature or reject the application.

Experienced officers typically can prepare warrants in 10
minutes or less, and officers report the average processing
time, from submission to judicial approval, is between 15-
20 minutes.

Since the eSearch warrant became available, Minnesota
law enforcement officers have submitted over 2,500
applications for DWI-related search warrants. Ninety-eight
percent of those applications are approved and result in the
judge issuing a search warrant. In addition, the error rate
on DWI forms has been reduced from 30% to nearly 0%.

Utah Criminal Justice Information System (UCJIS)

The state court system introduced an electronic warrant pilot
program in the spring of 2008, in response to a court decision
(State v. Rodriguez, 156 P.3d 771 (2007]). The Utah Department
of Public Safety (DPS]), the Salt Lake City District Attorney’s
Office, and the Administrative Office of the Courts (AOC),

with collaboration from judges, came together to build an
eWarrants system to speed up access to warrants in DUI cases.
Since more than 90% of state law enforcement is connected

to the Utah Criminal Justice Information System (UCJIS),
which unifies data from dozens of separate data sources and
agencies, the decision was made to incorporate the eWarrants
system into the UCJIS platform.

What to know about Utah’s system:

A grant of $30,000 was provided to DPS to hire a contractor
for the additional programming, which was supplemented
with additional JAG funds increasing the total grant to
$34,693. Another grant of $49,511 was awarded to the
AOC, although they ultimately only used $25,250 of the
award, to develop the system. Additional and ongoing
funding comes from impound fees.

Patrol cars in Utah are equipped with computer terminals
with Internet capabilities that officers use to log into
UCJIS to initiate the warrant request. Each officer has

an assigned username and security token that is tied

to his/her qualifications and training, allowing the hero
statement of the officer’s training and qualifications to be
auto-populated. The remainder of the warrant includes
both drop-down menus and text fields to streamline the
process and reduce errors.
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The state uses a rotation system for assigning judges to
review warrants. When the officer chooses the jurisdiction
and county in which the warrant is being issued, the UCJIS
system automatically selects one of the on-call judges.
The system then generates a text and email message that
is sent to the assigned judge to notify him/her there is a
warrant pending review.

The penalty of perjury statement eliminates the need for
administering the oath in-person or via video call. Thus,
upon receipt of the warrant, the judge can promptly review
and affix his/her electronic signature if the warrant is
approved and return it electronically.

The entire process averages 20 minutes from request to
judicial approval, although it can take up to an hour. With
the implementation of eWarrants, Utah has improved its
test submission rate from 77% to 96% (Berkovich, 2015).

There has also been tremendous buy-in from stakeholders on
the use of the electronic warrant system in Utah, especially in
rural areas where there is limited access to judges.

eSearch Warrant and eReturn Applications in Maricopa
County, Arizona

The development of the eSearch warrant and eReturn Appli-
cations for blood draws in DUl cases began in the summer of
2011. The following year, the Presiding Judge of the Superior
Court in Maricopa County issued an administrative order
authorizing a two-year electronic search warrant pilot. The
pilot project became permanent by Local Rule 4.10, effective
May 28, 2014. Once the eSearch warrant and eReturn appli-
cations were made permanent, it was expanded to include all
Department of Public Safety (DPS] law enforcement officers
across the state to allow them access to the system.

What to know about Arizona’s system:

The Maricopa County Superior Court and Phoenix Police
Department held three informational sessions with law
enforcement to collaborate on the design, development of
policies, and implementation of the system.

The Superior Court received grants from the Governor’s
Office of Highway Safety to develop the software and
enhance the law enforcement officer website to include
the return of service. The first grant was provided in

the amount of $30,576 to build the software and cover
training costs. The second grant was provided by the
State Administrative Office of the Courts in the amount of
$87,838 to modify the software to enhance the application
for use by DPS statewide.



https://www.courtlistener.com/opinion/2586146/state-v-rodriguez/

The eSearch warrant application was designed and
programmed in-house by the court information technology
department as part of the court’s information system.

Officers are assigned a serial number to access the
application via the Internet. The application includes a
series of checkboxes and pull-down menus that allow
the officer to indicate the type of offense, qualifications
and training, probable cause for the stop, roadside tests
administered, suspect behavior, and refusals.

Judges receive notice of a pending request and can log
onto the system into their “work queue,” which shows
affidavits they have received and their status [i.e., new, in
progress, completed).

The average time to secure an electronic warrant using
the Maricopa County system is between 15-20 minutes.
Since implementation, there has been a 13% increase in
DUl search warrants.

By June 2018, the software will be modified to allow all
14 counties and all cities in Arizona access to use the DUI
eSearch warrant and eReturn applications.

Delaware Justice Information System (DELJIS)

Delaware was the first state to implement an integrated
criminal justice information system that supported electronic
sharing of criminal justice information among the criminal
justice community. DELJIS has been in existence since 1983,
and it is constantly changing to meet the needs of system
participants, including law enforcement. eWarrants was built
into the DELJIS platform, making Delaware one of the first
states to use automated warrants.

What to know about Delaware’s system:

Delaware implemented an automated warrant system in
1991, allowing law enforcement to enter complaint data
through a mainframe system using Microsoft Word fillable
forms to create warrants online. DELJIS later converted
the Microsoft Word form into a PDF and housed it on its
system. The request for adding blood draw eWarrants to
DELJIS was accelerated through the issuance of a policy
memo by the Chief Magistrate.

The design and implementation was a collaboration of the
courts, DELJIS, the state prosecutor, and state and local
law enforcement.
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The costs for automating and incorporating warrants
into the DELJIS platform were absorbed into the DELJIS
budget as a part of routine system improvements. Thus,
the primary cost to the state was for equipment to allow
law enforcement to access the system remotely.

Law enforcement officers access DELJIS and the eWarrant
form with a secure sockets layer (SSL) account through
the Internet using laptops, tablets, and desktops. Upon
logging into the system, officers enter the suspect’s

name and date of birth. The DELJIS system automatically
searches for the individual to find additional information
including criminal history and can access the state’s
department of motor vehicles records.

Officers complete the remainder of the request using
fillable fields on location of incident, actions of the
defendant, statements made, and other facts supporting
probable cause. A PDF document is produced, which is
then faxed to the on-call judge. The on-call judge swears
the officer in via video conference. After review and
approval, officers receive the signed PDF via fax. Judges
use their bar code as an electronic signature.

DUI blood draw warrants receive priority within the
system, and the average turnaround time is approximately
8 to 10 minutes.

Electronic Warrants in Texas

Texas does not have a unified court system; each of the 254
counties is responsible for their own criminal justice and

court systems, resulting in a patchwork of practices, policies,
and results. Several jurisdictions in the state have worked to
implement eWarrants. Two counties - Montgomery County and
Lubbock County - have implemented eWarrants as a tool to
enable the state’'s No Refusal program.

What to know about Montgomery County’s system:

The Montgomery County District Attorney (DA] worked with
Document Logistix, a document management company, to
create the application called Mynorefusal.com - a low cost
eWarrant which is available at no charge to those wishing
to use it.

Officers log into mynorefusal.com, either by phone or laptop,
and using a series of drop-down menus and open text fields
provide details about the alleged offense, evidence, results
of SFSTs, and other factors relevant to establishing probable
cause. The warrant is then signed electronically (typed name
followed by “/s”) or written by hand on the computer screen
if touch screen capability exists.




Once signed, the system generates a PDF document
which is transmitted to a judge by email or fax. The judge
receives an email and a phone notification of the pending
warrant for review.

Since the eWarrant capability has been developed,
there has been a significant decrease in the number of
individuals who refuse breath or blood tests.

What to know about Lubbock County’s system:

The Lubbock electronic warrant system was established in
2012 with a trial period which lasted about 6 months.

The Lubbock police department trained both officers new
to the procedure and judges on the electronic warrant
system. Lubbock encountered no significant costs
associated with implementing electronic warrants other
than the time the officer spent learning the system.

Once an officer has made a stop and determines probable
cause exists to request a blood draw warrant, the officer
will write an affidavit on a department issued tablet. The
affidavits are standard forms with drop-down menus, as
well as text fields.

Once the judge receives a call, or email alert, that there

is an affidavit for review, the judge retrieves it in a PDF
document. After it is approved, the judge affixes his/her
signature and includes a printed name, date, and time.
The approved warrant is then faxed or emailed back to the
officer.

On average, warrants in Lubbock County are being
processed within 5 to 10 minutes.

Following the successful implementation of the system,
other law enforcement agencies expressed an interest in
using the warrant process created by the Lubbock District
Attorney.

TROUBLESHOOTING AND MITIGATING UNINTENDED
CONSEQUENCES

The implementation of new processes and systems inevitably
produces some challenges as well as unintended conse-
quences. Knowing what challenges may arise early in the
design and implementation stages can help offset long-term
impact as well as mitigate any unintended consequences.
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Troubleshooting. ] Although it is impossible to predict every

conceivable challenge a jurisdiction may face when implement-
ing an eWarrant system, there are several common issues that
jurisdictions studied by JMI experienced. These include:

Outdated computer systems - many criminal justice
agencies, and courts in particular, operate on legacy
systems. These antiquated systems rely on old technology,
old programming and methods, and adding new features
or creating bridges to access data is almost impossible.

Resistance to new technologies - frontline staff as

well as supervisors in law enforcement, prosecutors,
and judges may be reluctant to try new systems and
technologies. Reasons for their reluctance can vary from
simple discomfort or unfamiliarity with new hardware to
poor experiences with new technologies that historically
have negatively impacted workload. Early engagement
of individuals who will use the system is imperative to
identify their expectations, needs, and concerns. This

is the first step in preparing for resistance and devising
a strategy to manage and/or overcome stakeholder
apprehensions.

Lack of consensus about the format of the eWarrant

form - building consensus among judges about how the
final form should be laid out on screen, what it would look
like in printed form, where signature boxes would be, and
so on has been a larger challenge than foreseen by many.
As with overcoming resistance, early involvement of judges
in the planning and development phases is important to
identify format concerns and work towards a reasonable
solution that would satisfy most.

Unintended consequences. ] While it is not possible to

foresee every potential challenge that will arise post-imple-
mentation, proper preparation and planning can minimize
problems. The involvement of a diverse range of stakeholders
at this phase is key to obtain a multitude of perspectives

on how the eWarrant system could potentially affect deci-
sion-making and the ability of practitioners to perform their
jobs. The lessons learned in five jurisdictions studied by JMI,
as well as information provided by the expert working group,
provide insight into how to mitigate common unintended
consequences.




1.Decrease in DRE evaluations.

With the implementation of eWarrant systems, law
enforcement officers have confidence they can obtain a
chemical sample from a suspect in an expeditious manner.
As a result, there is increased reliance on the blood
alcohol concentration being admitted as evidence in court.
Similarly, the ease in acquiring a blood draw can lead to

a false sense that any drug use will also be captured and
admitted into evidence and it is no longer necessary to rely
on a DRE’s opinion. Overreliance on blood testing to make
a case instead of relying on extensive documentation of the
signs and symptoms of impairment that are part of a DRE
evaluation can result in a weaker case. Another drawback
in this scenario is if DRE evaluations are not performed,
there may be no findings to support polysubstance-im-
paired driving even if an officer assumes a blood test will
provide sufficient evidence.

To address this problem of officers forgoing the DRE
evaluation, Utah has incorporated eWarrant training and
the continued need for DRE evaluations into its DRE school
to ensure not only officers, but also prosecutors and
judges continue to recognize the value and merit of the
DRE evaluation.

.Increase in lab turnaround time for blood test results.

This unintended consequence was experienced by nearly
all the jurisdictions studied, with return times increasing
from as little as 2-3 weeks to as much as 3-4 months or
longer. Among the reasons for the longer return times
noted by the expert working group were the increased
volume of samples being submitted for testing as well as
the requirement of technicians to testify in court, which
reduces the amount of time they have available in the lab.
To reduce the burden on the laboratories, Utah as well as
other jurisdictions, have relied on the rules of criminal
procedure, which allow for video testimony from experts.
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BEST PRACTICES AND LESSONS LEARNED

Regardless of whether a jurisdiction opts for implementing a
fully-integrated system or simply automates the warrant, there
are a number of lessons learned that can be applied. Individu-
als involved in the development of the most effective eWarrant
systems shared the following strategies that ultimately laid the
foundation for successful implementation:

Agency leadership - identify the agency that will take
the lead in the development and implementation of the
eWarrant system. This agency will assume responsibility
for coordinating efforts, convening stakeholders, and
maintaining communication throughout the process.

Early and consistent stakeholder engagement - identify
and convene the right people as early in the process as
possible. Stakeholders should not be limited to those in
the lead agency or law enforcement; instead, input should
be sought from a diverse range of individuals representing
various facets of the DUl system. Communication with
stakeholders should continue throughout the planning,
development, and implementation phases to elicit
feedback and obtain buy-in.

Identification of system needs - determine what the new
system will look like and how it will improve upon existing
practice to guide system development. To accomplish this
task, the lead agency should clearly state the problem to
be solved and develop a series of goals and objectives. A
high-level approach to preparation will allow the agency to
make decisions based on thorough information-gathering.

Identification of funding sources - develop a high-

level estimate of costs for system development and
implementation and include contingencies in the budget.
If the system is to be used by multiple agencies, there may
be shared costs and opportunities to reduce the financial
burden on the lead agency. Various funding sources should
be explored (e.g., state or grant funding, fees for cost
recovery, and other creative solutions) to determine their
viability.

Input from frontline users - engage with individuals who
will be using the system on a consistent basis to obtain
their feedback on whether their needs and expectations
will be met. By including them in the process, additional
challenges that may not have been considered can be
identified and resistance to change can be overcome.




Pilot testing - start small when rolling out any eWarrant
system and pilot the technology with a single agency.
This initial testing period provides an opportunity to build
support for the new process/system and to address any
user or technology issues before they create frustration.

Consistent training - develop comprehensive and
consistent training to prepare users to seamlessly navigate
the eWarrant system. There are multiple approaches to
training that are commonly used including self-guided
training, in-person training, online help resources;
jurisdictions are encouraged to use the approach that will
be best received among the target audience and to update
content as necessary.

Use of device agnostic technology - ensure that the
technology chosen allows the user to access the eWarrant
on different types of systems (e.g., Windows, Mac, Apple
i0S, Android) and hardware (e.g., smartphone, tablet,
laptop, or desktop computer]; this also creates flexibility
for adapting to new technologies as they emerge.

Once designed, there are a number of key policies and oper-
ational practices that have demonstrated significant positive
results in DUl enforcement and adjudication. These include:

Checkboxes or prompts to ensure completeness and
accuracy of information being submitted.

Incorporation of pre-populated information for such items
as officer hero statements (summarizing qualifications
and training), driver’s information, etc.

Inclusion of open text fields to allow officers to add a
narrative or observations as necessary.

Automated judicial assignment based on the location the
warrant is being requested (alternatively, several jurisdictions
use a pull-down menu that shows available judges).
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Addition of a penalty of perjury statement on the warrant
to allow for statements to be sworn in electronically or
digitally as opposed to in-person.

Inclusion of a pull-down menu of reasons for rejection

if the warrant is denied, along with the option for text
input, which not only allows the officer to see the reason
for denial and potentially correct it, but also serves as a
source of data for additional training if common mistakes
are being made by officers.

Real-time tracking and data analytics that allow officers
and judges to see the warrant status and allow system
administrators to run reports on system use and outcomes.

Lastly, ongoing review and updates to eWarrant systems is

a practice that practitioners agree is of vital importance. By
capturing system analytics and tracking change over time, the
benefits of the system can be quantified.

CONCLUSION

Although the process for designing and implementing eWar-
rants can be time-consuming and seemingly complex, the
bottom line is that whatever system is adopted, it should be
user-friendly and make the DUl arrest process more efficient.
By following the steps outlined in this report, agencies can
replicate the success experienced in other jurisdictions and
learn from the challenges they faced. Through proper planning,
stakeholder engagement, pilot testing, and training agencies
can implement and expand eWarrant systems.

1 For the purposes of this guide, an eWarrant is defined as simply a computerized version of the search warrant affidavit and judicially approved warrant. As discussed in this guide, eWarrants range
from a very simple Microsoft Word document or an Adobe Acrobat file (PDF) to an online, fillable form. The process by which eWarrants are stored and transmitted is known as the eWarrant system.
2 A BRD details the needs and goals related to the eWarrant system, the processes required to meet these needs/goals, the factors that will influence what is built and why, and documentation of

user needs and expectations.

3 ARTM links the business requirements in the BRD throughout a validation process that tests all the requirements of the system.
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Business requirements
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Glossary of Terms

A document that details the needs and goals related to the eWarrant system, the
processes required to meet these needs/goals, the factors that will influence what is
built and why, and documentation of user needs and expectations.

A commercially available software program that can be purchased and customized to
meet system needs.

Software and applications that can be used across different operating platforms (e.g.,
Windows, Apple, i0S, Android, etc.).

Software that is used to track, manage, and store documents.

A computerized document (such as a Microsoft Word or Adobe Acrobat PDF) or form
containing the search warrant affidavit.

An automated process for the electronic storage and transmission of warrant
affidavits.

An individual who drives with a high BAC of .15 percent or above, or who drives
repeatedly with a .08 percent or greater BAC, as demonstrated by having more than
one impaired driving arrest, and is highly resistant to changing [his/her] behavior
despite previous sanctions, treatment, or education.

A list of police officer qualifications and experience, including all training and
experience pertinent to the crime for which the warrant relates.

A document that links business requirements throughout the validation process. The
purpose of the Requirements Traceability Matrix is to ensure that all requirements
defined for a system are tested.

The contracted services of a software developer to create a customized system that is
unique to the jurisdiction’s needs.

A flowchart that depicts the flow of tasks or actions from one point in a system to
another point in a system that defines how the process works.
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SECTION 1:
Introduction

For most officers, the biggest challenge in making an impaired
driving arrest is obtaining a blood alcohol concentration (BAC)
or evidence of drug use. If the suspect refuses a breath test, or if
the officer thinks there may be drug use and the suspect refuses
a blood or urine test, the officer has little evidence to build the
case unless he/she can obtain a warrant quickly. Drug-impaired
driving presents additional challenges on account of the rapid
metabolization of drugs within the body. The inability to obtain a
warrant quickly means that drug concentrations in the body at
the time of a blood draw will not accurately reflect concentra-
tions in the body at the time of driving.

Absent toxicology results documenting the suspect’'s BAC level,
the most compelling evidence for judges is video from dash-
board and body worn cameras that documents overwhelming
evidence of impairment. Unfortunately, video is not always
available or usable, and without lab results, convictions for
driving under the influence (DUI)" become extremely difficult

to obtain. For officers on the street, however, getting a warrant
for a blood draw can take a significant amount of time—partic-
ularly for officers in rural or remote areas where it can take 30
to 60 minutes (or more] just to get to a judge to sign a warrant.

Electronic warrants (eWarrants) provide a mechanism for
officers to obtain accurate BAC or toxicology results in a

timely manner and help ensure that DUl offenders are held
accountable. But these are not the only benefits. DUl cases are
also won and lost on arguments of probable cause. To obtain a
warrant, an officer must establish convincing probable cause.
With eWarrants, the process is streamlined, reducing the poten-
tial for errors and omissions, thereby assisting in the case later
in court should the element of probable cause be challenged. In
the end, eWarrants can decrease the time needed for officers to
process an arrest, reduce the number of case continuances in
court, and ensure a greater number of convictions.

Beyond arrest and prosecution, BAC and toxicology results
provide judges with much more information about the types
of assessments that defendants need, particularly if there is
polydrug use, to ensure that the appropriate sanctions and
treatment are given. Further, the use of eWarrants can have
a deterrent effect by educating the public that officers can
easily obtain warrants for blood draws if a suspect refuses
testing, increasing the likelihood of conviction. This is likely to
be a significant game changer for repeat offenders who use
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refusals to try to beat the system. The deterrent effect given
the likelihood of conviction can, in turn, reduce incidences of
DUl overall and further reduce injuries and deaths related to
impaired driving.

It is incumbent on law enforcement, prosecutors, court
administrators, judges, and policymakers to pursue effective
strategies for reducing DUI. First-time offenders and hardcore
drunk and drugged drivers, in particular, pose a serious threat
to public safety and create considerable societal costs both
locally and nationally. By automating the warrant process, we
give law enforcement officers a streamlined tool for pursuing
justice and ensuring that individuals who drive while impaired
are held accountable for their actions.

—Steven Casstevens, Chief of Police, Buffalo Grove Police
Department, Buffalo Grove, Illinois and Darrin Grondel, Director,
Washington Traffic Safety Commission, Olympia, Washington

IMPAIRED DRIVING: SCOPE OF THE PROBLEM

Impaired driving has a profound impact on society and public
safety, claiming the lives of innocent victims, causing signifi-
cant injury, and costing millions of dollars in property damage,
medical care, and criminal justice expenditures. Despite a 50%
decrease in the number of alcohol-impaired driving fatalities
since 1982 (Responsibility.org, 2017), more than 10,000 people
are killed in alcohol-impaired driving crashes annually (NHTSA,
2017). Alcohol-impaired traffic fatalities, injuries, and damages
alone contributed to a cost of $44 billion per year in 2010, the
most recent year for which cost data were available (NHTSA,
2017). This estimate is low, however, as these costs do not
take into account the costs of law enforcement patrols and
investigation, prosecution, adjudication, defense, punishment,
and/or treatment, which are substantial. The growing number
of states legalizing marijuana and the spread of the opioid
epidemic across large swaths of the country has also given
rise to concerns about more drug-impaired drivers and drivers
under the influence of multiple substances on the roadways.

Clearly, addressing impaired driving must continue to be a
national priority. The Centers for Disease Control (CDCJ, as part
of its Behavioral Risk Factor Surveillance System, examined
the prevalence of alcohol-impaired driving among adults in the




United States, aged 18 or older. The study found that in 2012,
4.2 million adults in the United States reported driving while
impaired at least once during the 30-day period preceding

the study; 40% of these individuals reported driving while
impaired more than twice in a 30-day period (Jewett, 2015).
This translates into approximately 121 million alcohol-impaired
driving instances a year, which is a staggering number even in
the face of decreasing fatalities. And yet, the magnitude of the
problem may indeed be much greater as self-reports typically
under-represent the actual incidences and may not reflect
instances of driving while under the influence of marijuana,
opiates, and other drugs, alone or in combination with alcohol.

From a public safety standpoint, there are more than a million
arrests for DUl each year (FBI, 2016) but these arrests account
for only about 1% of the 121 million self-reported episodes

of drunk driving nationally (Jewett, 2015). Even with tougher
laws and increased enforcement efforts, a significant amount
of drunk driving goes undetected. It has been estimated

that a driver would have to drive impaired at least 200 times
before being arrested once (Beck, 1999). And for those who
are arrested, it is often not the first time they had driven while
impaired. Approximately one-third of drivers arrested for DUI
had at least one prior conviction for driving while intoxicated
(Fell, 1995). Among offenders in jail for DUI offenses, 34%
reported having three or more convictions, as did 8% of
offenders on probation (Maruschak, 1999). Among drivers
involved in alcohol-related fatal crashes, 7% had a prior DUI
conviction within the three-year period preceding the crash
(Responsibility.org, 2016). Moreover, studies have found that
hardcore drunk drivers? average 7.1 convictions for driving
while intoxicated (Siegal et al., 2000).

THE CHALLENGE FOR THE CRIMINAL JUSTICE SYSTEM

For law enforcement, prosecutors, and the judiciary to be effec-
tive in combatting DUI, they must have effective strategies to
support investigation, prosecution, and adjudication. DUl cases
present a host of challenges for the criminal justice system
including refusals to perform the standardized field sobriety
tests (SFSTs), refusals to submit to breathalyzer tests and blood
draws, as well as incomplete or erroneous paperwork.

Of particular note is the BAC test, as it is viewed by prose-

cutors and judges as being the single most critical piece of
evidence need for conviction, and yet it is evidence that they
are frequently without (Robertson, 2002). Law enforcement
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What Practitioners are Saying
about eWarrants...

“In my jurisdiction, we have a 95%
conviction rate in DUI cases, in part
because defense attorneys are now
advising that people submit to the
breathalyzer test rather than face a search
warrant for a blood draw.”

—Warren Diepraam, District Attorney, Waller County, Texas

“Processing a DUl arrest can be time-
consuming, taking the officer off of the
street. eWarrants that can be completed
in patrol cars allow the officer to obtain
search warrants quickly, often within a
few minutes, and reduce the time required
to complete the arrest.”

—Chief Steven Casstevens, Buffalo Grove, Illinois Police Department

“eWarrants, using standardized forms,
provide for consistent gathering of
evidence, as the forms prompt the
officers to provide information necessary
for the magistrate to make a proper
determination of probable cause. They
also assist the magistrate by allowing
him or her to quickly get to the heart of
each warrant application. By having the
boiler plate information pre-printed on
the form, there is less opportunity for the
officer to make mistakes, which lets them
focus on providing detailed information
about the reason for the stop and signs of
intoxication observed.”

—Judge Mark Hocker, County Court of Law No. 1, Lubbock, Texas




note that obtaining a BAC level is the biggest challenge in DUI
cases. Offenders, particularly hardcore drunk drivers, know
how important this evidence is, and refusals have become a
major obstacle to holding drunk drivers accountable. In fact,
Jones and Lacey (2000) found that up to 50% of drivers with a
prior DUI conviction refuse to submit to a BAC test. Without
BAC test results, case outcomes often hinge on the totality

of the remaining evidence much of which relies on officer
observation and documentation [i.e., driving pattern, slurred
speech, bloodshot eyes, SFST performance, video documenta-
tion, refusals, etc.). But, such evidence, without chemical test
results, may not be of sufficient quality to provide the evidence
of intoxication that is needed to convince jurors, making the
likelihood of conviction less certain.

Prior to the U.S. Supreme Court decision in Missouri v. McNeely,

529 U.S. 41 (2013), law enforcement officers (including prose-
cutors) and judges believed that officers could forcibly collect
blood samples under the exigent circumstances exception to
the Fourth Amendment warrant requirement on a per se basis
because alcohol quickly metabolizes within the body and it
took a lengthy period of time to obtain warrants. In McNeely,
however, the Court recognized that modern technologies have
made it faster and easier for officers to obtain warrants and,
therefore, rejected the argument that exigent circumstances
always exist in DUI cases. The court stopped short of address-
ing viability of the nation’s Implied Consent laws. As such,
local practice with regard to obtaining warrants continued to
vary, and many states continued to enforce laws criminalizing

refusal to submit to chemical testing.

In Birchfield v. North Dakota, 136 S.Ct. 2160, 579 U.S.
(2016), the Court expanded upon the McNeely ruling and

held that states cannot criminalize refusals to submit to

blood testing in the absence of a warrant or exigent circum-
stances. However, the Court declined to extend the ruling to
breath testing since breath testing is non-invasive. Unfortu-
nately, there are cases in which breath testing is not an option,
such as when drivers are injured and taken to medical facilities
or cases in which drug impairment is suspected. Further, even
states that typically rely on breath testing in misdemeanor
cases usually utilize blood tests for drivers who cause crashes
resulting in serious bodily injury or death. Given the importance
of determining impaired driver’s BAC levels, it is incumbent

on the states to identify strategies that allow for prompt and
effective issuance of warrants for suspects who refuse to
consent to BAC testing.

RESPONSIBILITY.ORG

Introduction | 3

The need to obtain search warrants raises the specter of incom-
plete or erroneous paperwork. Omissions or errors in search
warrants affect both the processing of the arrest and likelihood
of conviction, particularly when these incompletions and errors
arise in the establishment of probable cause. Improper or incom-
plete documentation of the officer’s observations and reasons
for the initial stop, failure to fully complete the police report,

and administrative errors (typographical errors, inaccurate
descriptions, etc.) can result in delays in the timely processing
of warrants. When such errors occur, the amount of time that
passes in the attempt to obtain a warrant allows more time for
suspects’ BAC or drug nanogram levels to drop. Moreover, these
types of errors open the door for defense challenges.

THE eWARRANT SOLUTION

With the availability of technology, lengthy and time-consuming
processes for obtaining search warrants are becoming an
anachronism. In the U.S. Supreme Court’s Birchfield v. North
Dakota, 579 U.S. __ (2016), which clarified the limits placed
on law enforcement, the Court noted that the availability of
technology and the possibility of electronic warrants allows

for the issuance of timely warrants, negating the exigency
argument.

For the purposes of this guide, an eWarrant is defined as
simply a computerized version of the search warrant affidavit
and judicially approved warrant. As discussed in this guide,
eWarrants range from a very simple Microsoft Word document
or an Adobe Acrobat file ([PDF) to an online, fillable form. The
process by which eWarrants are stored and transmitted is
known as the eWarrant system.

“In Minnesota, with paper warrants, the
error rate on DWI forms was approximately
30%, but with eDWI processing, that rate
has now dropped to almost 0%.”

—Kent Therkelsen, Product Manager, Bureau of Criminal

Apprehension, St. Paul, Minnesota



https://www.supremecourt.gov/opinions/12pdf/11-1425_cb8e.pdf
https://www.supremecourt.gov/opinions/15pdf/14-1468_8n59.pdf

Among jurisdictions that have implemented eWarrants and
eWarrant systems, the benefits of doing so have far outweighed
any concerns about the impact on officers and courts for having
to obtain warrants for all DUI blood tests. In particular, use of
eWarrants and eWarrant systems can significantly streamline
the arrest process, allowing officers to complete requests in
their patrol cars on tablets, smartphones, or computers. This
practice reduces the amount of time that officers are off the
street and the amount of time between the request, approval,
and execution of the warrant. Use of an eWarrant system, in
which electronic transmission of the warrant affidavit and
judicial approval are done through an online information
management system, further streamlines the process.

Although efficiency is one of the more obvious benefits to the
use of eWarrants, other important benefits exist with regard to
caseload and workload. Members of an expert working group
noted that the use of eWarrants has resulted in fewer continu-
ances, which in turn reduce the amount of overtime pay to law
enforcement officers who are often required to appear at court
each time a case is reset. Prosecutors in the working group
cited reduced workload due to being able to access warrants
electronically. In addition, having the BAC test results leads

to faster plea deals, fewer trials, and faster case processing
times overall.

The automated nature of the content of most eWarrants also
results in fewer mistakes and errors in the request, which in
turn means fewer warrants are rejected by judges. As such,
there is a greater likelihood that a blood test will be obtained,
resulting in better case outcomes and more appropriate
sentencing. Moreover, eWarrants can help reduce liability for
wrongful arrest or wrongful conviction allegations.

In addition, there are economic benefits to higher conviction
rates as well. Members of the expert working group confirm
that there has been an increase in the fines and fees
revenue generated from DUl convictions since the imple-

mentation of eWarrants.

Finally, eWarrant systems produce a number of other less
obvious benefits that are more process-oriented. Among these,
working group members cited:
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Increased security as a result of authentication protocols
for system use, signature, and transmission;

Ability to track, in real time, warrant status; and,

Ability to track performance metrics such as average
processing time from submission to approval and the
common reasons for why judges reject warrants which can
be used to inform and improve law enforcement training.

INTRODUCTION TO THE GUIDE

This implementation guide is intended to offer guidance to law
enforcement, prosecutors, court administrators, judges, and
policymakers on the design/implementation or refinement of
eWarrant systems. Built from case studies of eWarrant sys-
tems and with input from law enforcement, prosecutors, and
judges, as well as an expert working group panel, the guide
offers insight for practitioners on a range of systems—from
simple, locally-based examples to sophisticated and integrated
statewide systems. The end result is an array of options that
can be implemented by agencies of varying size, resource
levels, and technological capacity.

Development of the Guide

In late 2016, the Foundation for Advancing Alcohol Respon-
sibility (Responsibility.org) awarded a grant to the Justice
Management Institute (JMI) to create a best practices guide for
implementing and using eWarrant systems. JMI conducted a
multi-phase study to document effective eWarrant systems.

JMI focused on identifying legislative

mandates and statutes governing the use of technology appli-
cations for search warrants. A legislative scan was conducted
to identify which states permit the use of electronic warrants
for searches and/or the establishment of probable cause.
Once the states were identified, JMI did comparative analysis
of other legislative reviews conducted by organizations such as
the National District Attorneys Association’s (NDAA) National
Traffic Law Center (NTLC) and conducted a content analysis

of statutory language. The content analysis resulted in the
identification of common themes and key legislative elements
related to the following:



http://www.ndaa.org/ntlc_home.html
http://www.ndaa.org/ntlc_home.html

Types of cases for which eWarrant use is permissible;

The electronic mediums that are permissible (e.g., fax,
email, video/telephone conference, text messages, etc.);

Requirements related to oaths and allowance of electronic
swearing in of officers; and,

Allowance of electronic or digital signatures.

The findings from the legislative review served as the founda-
tion for the second phase of the study, which was focused on
gathering information from practitioner groups.

JMI conducted a series of web-based focus

groups to discuss critical issues related to the implementation
and use of eWarrant systems. Focus groups were conducted
with prosecutors and judges. A focus group was also planned
with defense attorneys, but because of the small number of
defense attorneys who were able to participate, JMI conducted
one-on-one interviews with two attorneys. JMI also conducted
interviews with law enforcement officials around the country.
Focus group participants included individuals from jurisdictions
of varying size and geographic location. During each 90-minute
web-based meeting, focus group participants were asked

to discuss the pros and cons of different types of systems,
logistical considerations related to the implementation and use
of eWarrants, legal concerns and considerations, and factors
affecting timeliness and accessibility. Participants were also
asked to identify criteria for what constitutes best practice, as
well as any jurisdictions that they used to model their systems
after or that they felt represented best practice.

JMI used the results from the legislative

review and the focus groups to select five jurisdictions for
intensive case study. Jurisdictions were selected in consul-
tation with Responsibility.org based on the type of eWarrant
system, as well as diversity in geographic location, court
structure, jurisdiction size, and legislative framework support-
ing the use of eWarrants. The five jurisdictions selected were
diverse in terms of their systems ranging from locally-based
systems to integrated statewide systems.

Arizona (Maricopa County)

Delaware

Minnesota

Texas (Montgomery and Lubbock County)

Utah

RESPONSIBILITY.ORG
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In-depth interviews were conducted with individuals involved
in the design and implementation of the eWarrant systems to
document the following:

Planning and design process;
System funding;

Technology platforms utilized;
Implementation challenges; and,
Overall system effectiveness.

The case study interviews were compiled into reports describ-
ing the systems (included in Section 7) and analyzed to identify
common themes and patterns across the sites that emerged as

best practices.

The final phase of the study was designed to

obtain input from experts in law enforcement, prosecution,
court administration, the judiciary, and policy on the findings
from the legislative review, focus groups, and case studies
(See Appendix A for a list of working group panel members).
JMI convened the expert working group for a day and a half
meeting to discuss the themes identified in the case studies
and to obtain their perspective about the most effective
strategies for designing and implementing eWarrant systems,
funding and resource allocation, and overcoming common
challenges. In addition, the expert working group offered
insight on critical legislative language and recommendations
for furthering the ability of law enforcement, prosecutors, and
judges to effectively respond to DUI.

The resulting product from these phases was the development
of this implementation guide for practitioners. Expert working
group members and representatives from the case study
jurisdictions reviewed the final guide and offered their own
testimonials about their experiences with eWarrants.

Guide Components

The guide is designed to provide detailed information for
practitioners and policymakers on the fundamental issues
about how to get started in creating an eWarrant system,
ongoing system operation and maintenance, and planning for
unintended consequences associated with the use of eWar-
rants. The guidance provided is based on best practices from
around the country and should be viewed as a menu of options
that are intended to be scalable as agencies vary in their size,
access to resources, and technological capacity.




The guide components include the following:

Legislative framework: provides a summary of current
statutes and insight into key legislative components that
can support the implementation and use of effective
eWarrant systems.

Planning and designing: provides a discussion of the
planning processes to be undertaken in designing

an eWarrant system. Specifically, information is
provided on engaging stakeholders in a collaborative
process, conducting analyses, identifying technological
requirements, and managing change.

Funding: explores different funding methods that have
been used to cover system design, implementation, and

Introduction | 6

Case studies: provides a detailed overview of the
eWarrants and eWarrant systems being used in the
jurisdictions studied by JMI.

Troubleshooting and mitigating unintended
consequences: discusses different challenges that

may arise and negative impacts that can be produced
unintentionally, along with strategies for addressing both.

Best practices and lessons learned: summarizes the best
practices and key lessons learned from JMI's study and the
experiences of those jurisdictions that have implemented
eWarrant systems.

i Implementation resources, including sample templates, lan-

maintenance costs. . - ) )
guage, and system schematics, are included in the Appendices.

Policy and operation: discusses operational policies that

jurisdictions should consider prior to full implementation

of an eWarrant system.

Measuring effectiveness: describes the types of metrics that
should be built into the eWarrant system or documented to

1

d

provide insight on how well the system is operating, usage,
and overall impact on a jurisdiction’s ability to successfully
investigate and prosecute DUl offenses.

Driving under the influence (DUI) is the abbreviation most commonly used to encompass impaired driving offenses. For the purpose of this report, DUl is the most frequently used term to describe
drunk driving. Other abbreviations (e.g., DWI, OUI, OWI, etc.) may appear when discussing laws specific to the states where case studies were conducted.

2 The definition of a hardcore drunk driver, taken from the Foundation for Advancing Alcohol Responsibility’s National Hardcore Drunk Driving Project, is “[an individuall who drives with a high BAC of
.15 percent or above, or who drives repeatedly with a .08 percent or greater BAC, as demonstrated by having more than one impaired driving arrest, and is highly resistant to changing [his/her] behavior

espite previous sanctions, treatment, or education.”

RESPONSIBILITY.ORG
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SECTION 2:
Legislative Framework

The Fourth Amendment of the U.S. Constitution grants rights
to every American citizen “to be secure in their persons,
houses, papers, and effects, against unreasonable searches
and seizures” and that probable cause must exist for the
issuance of a warrant. All 50 states have legislation governing
search and seizure that define probable cause, exceptions to
the search warrant requirement, and unique restrictions such
as the timeframe for the execution of a warrant or rights if a

warrantless search is conducted.

In reviewing state legislation, JMI found that 45 states
include language allowing the issuance of warrants based on
telephonic, video, or electronic affidavits. Appendix B contains
a matrix of state rules, statutes, and operative language.'
However, as discussed later in this section, although legisla-
tion is recommended because it creates consistency, it is not
necessary.

SUMMARY OF LEGISLATION

The allowance of eWarrants is codified in a number of different
ways. As shown in Table 1, there are 26 states and the District
of Columbia that have specific legislation governing the
issuance of eWarrants; 8 states in which court rules address
eWarrants, and 11 states in which it is a combination of
legislation and court rules. Notably, Delaware, Connecticut,
Massachusetts, Mississippi, Rhode Island, and West Virginia
have no legislation or court rule/order governing eWarrants.?

Table 1: State Legislation and Court Rule/Order
Authorizing or Governing the Use of eWarrants

RESPONSIBILITY.ORG
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State Legislation ~ CourtRule/Order  Both Legislation &

Court Rule/Order
Alabama °
Alaska
Arizona
Arkansas )
California
Colorado [
Connecticut
Delaware
District of Columbia
Florida
Georgia
Hawaii
Idaho L]
IUminois
Indiana
lowa ®
Kansas
Kentucky
Louisiana
Maine L
Maryland L
Massachusetts
Michigan
Minnesota
Mississippi
Missouri
Montana
Nebraska )
Nevada
New Hampshire
New Jersey °
New Mexico
New York
North Carolina
North Dakota
Ohio
Oklahoma
Oregon
Pennsylvania
Rhode Island
South Carolina )
South Dakota [
Tennessee °
Texas
Utah L]
Vermont L
Virginia
Washington )
West Virginia
Wisconsin
Wyoming ®




Electronic
Warrants
(E-Warrants
Authorization

Il Legislation
[l CourtRule/Order

Legislation & Court
Rule/Order

No Formal )
Authorization v

*As new legislation or court orders are introduced, this map will

be continually updated.

Despite the variation in how eWarrants may be codified,
there are a number of common themes that emerge from

an examination of the legislative and court language. These
themes include transmission mechanisms, sworn testimony,
and signatures.

[ Transmission mechanisms ] refers to the specific methods

defined in the legislation by which warrants can be transmitted,
and include facsimile, videoconference, telephone, and e-mail.

Twenty-two states have language and/or court rules that allow
transmission of the warrant electronically either by facsimile or
other electronic means (Alabama, Alaska, Arizona, Arkansas,
California, Colorado, DC, Idaho, Illinois, Indiana, Louisiana,
Maryland, Michigan, Minnesota, Missouri, Nebraska, New
Mexico, Oregon, South Carolina, Tennessee, Vermont, and

Virginia).
The degree of specificity varies, for example:

North Carolina’s statute reads “written affidavit or ‘oral
testimony under oath by means of an audio and video
transmission in which both parties can see and hear each
other’”—N.C.Gen.Stat. §15A-245

RESPONSIBILITY.ORG
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Wyoming's statute reads “all communication between

the judicial officer and the peace officer or prosecuting
attorney requesting the warrant may be remotely
transmitted by voice, image, text or any combination
thereof, or by other means and shall be recorded. The
testimony and content of the warrant shall be recorded by
writing or mechanical, magnetic, electronic, photographic
storage or by other means.”—W.S. 31-6-102(d)

Georgia’s statute, on the other hand, is more detailed,
and reads “search warrants may be issued 'by video
conference’ provided that when a judge issues such a
warrant, the judge is physically located in the state; the
judge shall administer an oath to any person testifying;

a video recording shall be submitted and maintained as
part of the record, and the judge and the affiant shall sign
their respective documents ‘by any reasonable means’ by
which they can be identified, including, but not limited to a
‘typewritten name, signature affixed by electronic stylus,
or any other reasonable means”— 0.C.G.A. §17-5-21.1



https://www.responsibility.org/get-the-facts/state-map/issue/electronic-warrants-e-warrants-authorization/

[ Sworn testimony | provides the requirements for how oaths

are to be administered and whether such oaths need to be

administered in person or by some other electronic means.

Alaska, Georgia, Illinois, Maryland, New Mexico, and North
Carolina include specific language that allows testimony
electronically via telephone, video, or audio video
transmission.

Maryland includes “in-person,” leaving the potential open
for judges to require in- person testimony.

New Mexico’s legislation also allows judicial discretion
for testimony, stating that the judge “may require
appearance ‘personally, telephonically, or by audio-video
transmission.””

A number of states, such as California, Florida, Kansas,
and Montana,® also have separate penalty of perjury
statutes that allow for written sworn declaration to the
facts that eliminates the oath requirement.

[ Digital signature | provides guidance on how officers and

judicial officers can sign the affidavit and can include original
signature, typewritten names, and signatures affixed by an
electronic stylus.

Fourteen states address digital signatures explicitly (Arizona,
California, Colorado, Florida, Georgia, Hawaii, Indiana,
Louisiana, Michigan, Montana, New Hampshire, New Mexico,
Tennessee, and Washington).

The language on digital signatures varies widely, for example:

California’s legislation reads “...affiant’s signature (which
may be original, digital, or electronic)”— Cal Pen Code §1526

New Mexico’s legislation reads “...signatures may be by
original signature, by copy of an original signature, by a
computer-generated signature or ‘any other signature
otherwise authorized by law’.”"— 5-211 NMRA

Montana’s legislation is more prescriptive and reads

“the judge may administer an oath or affirmation by
telephone, and the testimony must be subscribed to the
applicant and “attached to or logically associated with’

the applicant’s electronic signature; a recording must be
made by either the judge or the officer, and in either case,
it must be transcribed verbatim as soon as possible; if

RESPONSIBILITY.ORG
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the warrant is approved over the phone, the officer shall
sign the warrant in the officer's name and in the name of
the judge, and if the judge signs the warrant by electronic
signature, the peace officer must initial the judge’s
signature and the officer’s signature “to indicate that the
signatures were made electronically in accordance with
this section’.”—46-5-222, MCA

CRITICAL LEGISLATIVE ELEMENTS FOR
SUCCESSFUL IMPLEMENTATION

Clearly there is variation in the statutory language and
elements included across the states that have statutes or rules
governing eWarrants. Although not all states have legislation
on eWarrants (as in the case of Delaware), statutes and/

or court rules are recommended as they provide standards

and uniformity in practice, which help to guard against legal
challenges.

If a state is considering the passage of legislation or amending
current legislation, there are certain elements deemed to be
critical (refer to the following subsection for a model legislation
checklist]. In terms of key language, experts recommended
that legislation and court rules/orders facilitate a streamlined
process and align the process with available technologies. Spe-
cifically, allowing the transmission of a warrant via facsimile

or other electronic mechanism, but still requiring in-person
testimony, reduces the timeliness for issuing the warrant,
which is critical given dissipation rates of alcohol and other
controlled substances. A preferred approach, as noted by many
experts at the working group meeting and in focus groups, is to
allow officers to sign a penalty of perjury statement or to swear
to the testimony via telephone or audio-visual transmission.
This helps to eliminate the time needed to appear in person
before a judicial officer or magistrate and ensures a stream-
lined process.

In addition to the officer’s oath, the mechanism by which signa-
tures are affixed to the officer’s sworn affidavit, as well as the
judge’s signature on the warrant is important. Allowing digital
signatures, whether they are done by electronic stylus or using
certified digital signatures generated by computer, is seen by
experts as the most efficient way to process warrant requests.




To help ensure that eWarrants are effectively implemented and
used, experts also pointed to several areas in which legislative
language or court orders could be improved. In particular, the

expert working group recommended:

Language criminalizing the refusal to submit to testing
authorized by a warrant.

Reporting of test results above the legal limit to state
driver licensing agencies (e.g., department of motor
vehicles).

Incorporation of an authentication component to verify
eWarrant system users’ identity, which would help address
issues related to in-person testimony.

Language that addresses an option for recording the oral
statement of the officer, certification by the judge that the
recording of the sworn oral statement is a true recording
under oath, and the retention of the recording as part of
the record of proceedings.

Finally, the expert working group members cautioned against
certain legislative elements. In particular, the group felt that
legislation should not include language related to the return

of service, noting that in their experience, it was preferable to
let local jurisdictions adopt practices that will be most effective
for their locality. There were also concerns expressed about
the issue of retention, particularly for video, and the potential
impact on an agency with regard to Freedom of Information
Act (FOIA] requests. As such, any language in court rules/order
or legislation should take into account how retention require-
ments might impact existing resources.

Perhaps above all else, legislative language should not be
overly prescriptive. Those who have implemented eWarrant
systems note the need for flexibility that allows for advances
in technology and for modifications that will ensure maximum
efficiency and effectiveness for officers seeking warrants.

Legislative Framework | 11

MODEL LEGISLATION CHECKLIST

Based on the statutory review, interviews with practitioners
and policymakers, and case studies of jurisdictions that have
implemented eWarrants and eWarrant systems, the following
checklist enumerates the legislative elements deemed to be
the most critical for supporting effective and efficient systems.
The actual elements that are desirable in a specific state or
jurisdiction will vary based on the type of system used.

Provision for the transmission of the warrant by
electronic means, ideally allowing for flexibility to adapt
to emerging technologies by not prescribing the specific
electronic or digital methods of transmission.

Provision for oral testimony by telephone or video to
allow officers to be sworn in remotely without having to
give the oath in-person.

Language that addresses the need for recording the oral
statement and certification by the judge that the sworn
oral statement is a true recording under oath.

Language that addresses the retention of the recording
as part of the record of proceedings.

Inclusion of sworn statement under penalty of perjury
to provide further efficiency [i.e., allowing the officer to
electronically sign a penalty of perjury statement in lieu
of providing testimony).

Permission for electronic or digital signature by the
officer and the approving judge, judicial officer, or
magistrate, ideally allowing for flexibility for emerging
technologies, but at a minimum including electronic
encrypted digital signatures, signatures affixed by
electronic stylus, or typewritten signatures.

If electronic or digital signatures are going to be
permissible, inclusion of language related to identity
verification protocols should be included, again without
being too prescriptive to allow for flexibility as security
protocols evolve.

Language allowing the reporting of failed tests to licensing
agencies, ideally allowing for electronic information
exchange between eWarrant systems and licensing
agency systems.

1 The legislative summary includes findings from JMI’s legislative review as well as a summary compiled by the National District Attorneys Association’s National Traffic Law Center.
2 The lack of legislation or court order does not necessarily mean that eWarrants are not permissible, but rather that there is no explicit reference to the use of electronic means for transmission.
The statute in the State of Delaware, for example, simply states that a warrant application must be in writing and signed, but does not specify requirements for the transmission or return of warrants.

3 See CCP §2015.5; Fla. Stat. 92.525; K.S.A. 53-601; and MCA 1-6-105.
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SECTION 3:

Planning & Designing
an Electronic Warrant
System

Time needed for high-level preparation is predicated on the
capacity of the jurisdiction to build institutional support,
assemble a collaborative project management team, and secure
funding. This may take up to six months or longer, with additional
time necessary for procurement if a consultant is sought to assist
with the business process analysis. Nonetheless, the major steps
to planning and designing an eWarrant system include:

Identifying and engaging agencies and individuals to be
involved.

Engaging in high-level preparation.
Analyzing business processes.
Determining technological requirements.

Each of these steps is discussed in detail below.

STAKEHOLDER ENGAGEMENT AND THE
COLLABORATIVE PROJECT MANAGEMENT TEAM

Among the greatest lessons learned from jurisdictions that have
implemented electronic warrant systems is the need for robust
planning in the design phase. Central to the planning process
is collaboration to help align multiple perspectives with legal
issues, processes, and technology. Effective eWarrant systems
require input from a variety of stakeholders, both traditional
and non-traditional. In each of the jurisdictions studied by JMI,
a premium was placed on early collaboration—involving judges,
law enforcement, prosecutors, and information technology
personnel at the state or county levels—as part of the project
management team. There are other individuals though who

can provide useful insight on the design of the system and its
implementation, including legislators, laboratory technicians
involved in the analysis of blood tests, the defense bar, county
or state government representatives for the procurement
process, state department of transportation/office of highway,
traffic safety resource prosecutors (TSRPs), sheriffs and police
chief associations, and the state driver licensing authority to
name a few.

RESPONSIBILITY.ORG
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Tips for Creating Effective Collaboration

“To have an effective e-Warrant system,

you must have the right team because
independently, no single person or agency
can solve the issues that arise when you're
creating a new system. Using an existing
collaborative body, such as an impaired
driving council or traffic records committee
can serve as a great starting place as many of
the necessary people are already at the table.

It can’t just be anyone though—you need to
have the right people at the table and the

right people leading and facilitating the work.
Members of the team should be executive
level decision-makers or their designees, who
have the authority to enter into agreements on
behalf of their agency.

The person responsible for leading and
facilitating the work should be someone with
institutional knowledge of the criminal justice
system, knowledge about how systems work
generally, and knowledge about who the right
people are to talk to, or at least how to find the
right people. Beyond this, the leader should
be organized, inquisitive, outgoing, and able to
keep the work moving forward.”

—Darrin Grondel, Director, Washington Traffic Safety Commission,

Olympia, Washington




There are two primary steps that should be taken to engage
stakeholders and to build a collaborative project team:

1.ldentify the appropriate stakeholder groups

2. Create a system to solicit their input and foster participa-
tion in planning

These steps should be undertaken first, before any planning or
design of the system commences.

Step 1: Identify Stakeholders

In deciding which agencies or individuals should be engaged
during the planning process, it is important to consider which
agencies will have a role or will be impacted by the implemen-
tation of eWarrants. Key questions to consider in making this
decision include:

Who will be responsible for funding or identifying funding
sources for the implementation and ongoing maintenance
of the system?

Which agencies’ budgets or resources may be impacted
by the implementation of eWarrants? (e.g., will the
courts need additional personnel? Does law enforcement
have hardware that allows them to connect to a system
remotely?)

What are the legal issues related to the eWarrant process,
and who is likely to address these at a statutory level and a
local level?

Are there local court rules or other local practices that will
impact the design of the eWarrant system?

Who can provide input on what the technological needs
will be for implementing an eWarrant system?

Which agencies or individuals will have a role in the actual
programming of the system or defining the technical
requirements for procurement?

Which individuals/agencies might be likely to challenge
the design or implementation of the system?

Ultimately, the identification and inclusion of stakeholders
should be based on assessments of who has a vested interest
in the eWarrant process, the system design, and day-to-day
use. In addition to these considerations, consistency in practice
will be important as eWarrants are implemented. As such,
thought should be given to how such consistency will be built
into the process. If the design and planning is occurring at
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the state level, engagement of local justice practitioners (law
enforcement, prosecutors, judges, etc.) should be considered,
particularly if local rule will determine how the state system
will be used locally. Likewise, if planning is occurring at the
local level, it will be important to include certain state level
representation in the process - notably those who may provide
funding or can offer insight from other parts of the state such
as TSRPs or state sheriff/police chief associations.

Step 2: Create a Plan for Soliciting Input

Once the key stakeholder groups have been identified, it is
important to create a plan for soliciting their input. First and
foremost, the plan should articulate specifically what the focus
of the collaboration will be [i.e., to design and implement an
eWarrant system). Next, the plan should provide meaningful
opportunities for people to provide input and feedback through-
out the planning process. Specifically, the plan should include
a clear calendar of milestone dates, including any in-person
meeting dates and times, telephone or videoconference meet-
ings, and critical dates for deadlines related to the planning
process. In addition, the plan should specify expectations for
stakeholder involvement and articulate what is being asked of
them from a contribution standpoint.

As part of developing the input plan, consideration should be
given to how different perspectives will be incorporated in the

process:

Will input be needed solely from agency heads and
decision-makers, or is it necessary to engage frontline
personnel and individuals who will be using the eWarrant
system on a daily basis?

TIP

To implement any new system or alter the
status quo it is imperative to obtain buy-in

from key stakeholders.

Fostering acceptance for and managing
change is an integral component in both
the development and implementation
phases of transitioning from a paper-

based to an electronic warrant system.




Does the agency have people in information technology
positions who would be able to provide additional ideas
about using existing resources or integration with other
platforms?

Does that agency have an in-house legal department that
would need to review any policies or practices envisioned
as part of the eWarrant system?

Who handles budgeting and planning for the agency? If
there is going to be cost-sharing among several entities, is
their input important? How will they be involved?

Structured engagement is recommended, meaning that
stakeholders should understand the decision-making process
and what their role in that process will be. Not all stakeholders
necessarily need to be involved in every decision. The plan
should articulate which individuals or agencies will make

final decisions, if there will be an executive committee, or if

all involved will have a “vote.” In addition, the plan should also
demonstrate to all stakeholders engaged in the process how
progress will be measured and what they can expect in terms
of feedback on the progress.

The plan should also name the collaborative management
team that will be responsible for carrying out the actual
planning tasks. These tasks include high-level preparation,
business process analysis, and analysis of technical require-
ments, which are discussed later in this section.

Change Management

A significant part of designing and implementing a new system
is being able to manage change. There are four primary steps
to change management:

Active listening

Identifying organizational priorities
Addressing uncertainty
Continuous improvement

Active listening is an important component of stakeholder
engagement. It requires giving full attention to what is being
said and understanding what stakeholders are saying without
offering judgement or opinion. Essentially, this is the oppor-
tunity to let people be heard. Active listening requires that the
“listener” remember specifically what was said and to respond
in a way that demonstrates understanding.
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The second step is identifying organizational priorities and is
part of active listening. Resistance to change often stems from
a lack of understanding about a stakeholder’s priorities - both
strategic and universal. In the context of DUl and eWarrants,
strategic priorities are external to the organization or agency
and are focused on the individuals who come into contact with
law enforcement or into the courts for DUI offenses, as well as
the general public. For law enforcement, these priorities are
likely to focus on guarding against wrongful arrest or police
mistreatment of suspects as well as the public’s perception of
safety as it relates to impaired driving enforcement.

Universal priorities, on the other hand, are those priorities that
are important to the organization or agency for its day-to-day
operations, and are largely employee or workload focused.

The implementation of eWarrants is likely to have a significant
impact on law enforcement and prosecutors’ universal priori-
ties because they have the potential to streamline processes,
reducing the time needed for making the arrest, and resulting
in stronger evidence to build cases. For the judiciary, the
universal priorities may be more focused on how they will staff
and respond to warrant requests 24 hours a day, 7 days a week.

The third step to managing change is being able to identify
and address uncertainty. In general, there are four types of
uncertainty that need to be considered:

Variation: uncertainty that comes from plans that do not
necessarily align with what is realistic, practical, and
feasible.

Foreseen: identifiable and predictable influences such
as the need to connect to older legacy systems that may
require system updates.

Unforeseen: influences that cannot be predicted (e.g.,
technology failures, sudden changes in key leadership
positions in stakeholder agencies, or legislative
changes impacting the types of permissible electronic
transmission methods).

Chaos: stems from the structure of the plan itself when
all or parts of the plan are uncertain with no actionable
backup plans.




Stakeholders should work together to identify which of the
uncertainties may arise in the implementation of eWarrants.
Once identified, it is critical to develop alternative steps,
measures, and contingency plans to address these potential

uncertainties.

The last step in change management is continuous improve-
ment. Virtually every implementation effort encounters barriers
and challenges along the way. Staying focused on identifying
and addressing these challenges in a way that promotes contin-
uous improvement will build stakeholder trust and ensure that
the implementation of an eWarrant system does not fail.

High Level Preparation

Once a collaborative project management team has been identi-
fied, a deliberate planning process should be followed, starting
first with a series of high-level preparation tasks as follows:

1.Clearly state the problem to be solved

First, the team must articulate what issues the system will
address. This should be framed in terms that are as specific
and targeted as possible. Examples of problem statements for

an eWarrant system include the following:

“The eWarrant system will be built for a ‘four-county
region in the Seventh Judicial Circuit of [State], to be
used by participating law enforcement agencies seeking
warrants from the Magistrate and Circuit Courts.””

“Currently, the time for review and issuance of approved
search warrants requires a personal appearance by a law
enforcement officer and may take up to 24 hours. This
directly impacts the utility of warrants for time-sensitive
searches, including for blood draws to test for blood
alcohol levels of impaired driving suspects.”

“The intent of the system is to reduce the time for review
and issuance of approved search warrants for standard
affidavits to less than two hours and ensure that suspects’
Fourth Amendment rights are not violated.”

In addition to the problem statement, agencies should clearly
define the goals and objectives of the eWarrant project. Some
examples include the following:

Automate the process of seeking a search warrant from a
judge, based on probable cause.
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Consider the use of video, audio, digital affidavits, or
other technologies available that will provide for the most
effective and efficient eWarrant system.

Simple search warrant requests should be able to be
conducted from an officer’s vehicle; more complex search
warrant requests should be able to be conducted from the
precinct station, without going to the courthouse.

2.Decide on a high-level approach

Initially, there will be several key, up-front decisions to be
made by the project management team. It is recommended
that these issues be considered and addressed before moving
forward with system development.

First, determine who will conduct an analysis of the current
process for requesting and issuing warrants (i.e., the business
process analysis). The team should identify whether this
analysis can be conducted in-house or whether a contractor/
consultant must be hired. If the latter is required, this will have
budget implications.

Second, identify who will be the lead organization to manage
the analysis. For an eWarrant system, the logical organization
might be the courts, with law enforcement as a close partner.
Often law enforcement is comprised of multiple agencies (e.g.,
state police/highway patrol, sheriff’'s departments, local police
departments, and university police departments to name a
few). However, in a number of jurisdictions JMI studied, the
lead organization was the agency that managed the state

criminal justice information system and records.

Next, determine whether an existing system already has a
built-in solution by considering the following:

Does law enforcement already have an eWarrants module
or add-on associated with their field reporting system (if
they have one)?

Do the courts have e-charging, e-discovery, or other
electronic systems in place?

Does the court case management system already have an
eWarrants module or add-on?

Is there a local or state criminal justice information system
that has document management modules or can support
an eWarrant application?




If none of the above appear to be a potential solution and
eWarrants cannot be added to an existing system, no more
than two or three basic approaches should be considered, even
if not resolved at this phase. For the creation of a standalone
eWarrant system, options to consider should include:

Customized-off-the-shelf (COTS) software like the
document management software used in Texas (see case
study on Texas for more information) or software as a
service (SAAS - totally contracted service) solution in which
a vendor is hired to create a system from the ground up
(see Appendix D: Sample RFP from Washington State Patrol),
remembering that a SAAS model should mandate very
specific agreements over data, documents, and records.

Public Internet; proprietary network (Intranet); or closed
circuit (usually licensed]) communications.

Finally, one agency/entity must be designated with the author-
ity and responsibility to address future issues as they arise. The
project management team should identify which agency is best
positioned to pay for ongoing maintenance, licenses, and fees
for security and patches. This may not be able to be determined
until later in the budgeting process.

3.Know your budget

While budgets are subject to change over the course of a
project, it is highly recommended that a high-level estimate of
costs, using information from other jurisdictions, and possible
blind consultation with vendors and consultants be developed
early in the planning process. Based on the experiences of
agencies contacted for this review, it is further recommended
that a contingency of at least 15% be added to the budget at
this early phase. Although costs will vary widely depending on
the scope of the effort, cost estimates may be as low as a few
thousand dollars for equipment (as in Montgomery County,
Texas) or several hundred thousand dollars (for Minnesota to
build eWarrants into an existing e-Charging system).

The project management team is also encouraged to identify
possible funding streams and resources as early in the process
as possible (see Section 4 for more information about potential
funding sources). Generally, technology acquisition for eWar-
rants might have shared costs. This is a critical moment. When
Pennsylvania built an eWarrants system, the courts supported

most of the development costs, but then assessed fees to local
counties and law enforcement agencies to implement the
system across the state. Not all counties and law enforcement
agencies chose to participate as a result.
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4.Map a planning process in terms of time, resources, and
responsible parties

An initial planning process should be done regardless of
whether the business process analysis is being done in-house,
or by a consultant/subject matter expert. This should follow a
standard analysis process, for which there are many variations.
Most methodologies will follow a variant of the seven steps
described in the following section.

Teams are encouraged to name the project management
team on the client side, even if the analysis is being done by

a consultant. They will be responsible for communications,
coordination of site visits and meetings, adherence to budgets,
and many other responsibilities.

5. Procure technical assistance

If using in-house business process analysis, this step is not
required. If using a consultant, agencies will need to bid out the
technical assistance.

Business Process Analysis

Business process analysis is a proven technique for clearly
defining needs and solutions to those needs. For an eWarrant
system, the analysis will necessarily deal with software,
hardware, and processes. The business analysis will typically
take between six to nine months, again depending on the local
technology infrastructure and the capacity of each stakeholder
to plan for new technologies. Other key factors include the
amount of existing documentation of processes and proce-
dures, forms and reports, and host systems. The following
steps are commonly used in a business process analysis,
tailored to an eWarrant system. The deliverable is often called
a business requirements document (BRDJ, which provides
specific details about the solutions that will be implemented

for the eWarrant system.
1.Undertake information-gathering

To begin the business analysis, it is important to first gather all
information relevant to the existing processes. This includes
the following, all of which should be formal and structured, but
also continuous throughout the process:

Data collection and gathering of existing process
documentation.

Interviews and site visits to gather requirements from key
stakeholders and users.

Statutory research.



http://www.wdmtoolkit.org/State-Initiatives/Pennsylvania.aspx

2. Map the existing “as-is” business processes

In order to work towards change, it is necessary to understand
the processes that are already in place. Using the information
gathered, analysists can map the existing business processes

in the following manner:
Narrative description.

Workflow diagrams (e.g. swim lane, layered event model,
decision model).!

User lists.
Data and document index and repository.
3. Map the new, proposed business processes

To identify what the new processes will entail, the following
components should be completed:

Business requirements document [BRD): details the
needs and goals related to the eWarrant system, the
processes required to meet these needs/goals, the
factors that will influence what is built and why, and
documentation of user needs and expectations. A sample
is included in Appendix C.

Requirements traceability matrix (RTM): links the
business requirements in the BRD throughout a validation
process that tests all the requirements of the system.

Workflow diagrams: graphically illustrate the key decision
points, how a warrant will be processed under the new
system, and the “touchpoints” at which individuals will
engage with the system [(e.qg., logging in to the system to
initiate a new warrant request, retrieving a request for
approval, recalling a request to make corrections, etc.).?
Note that these diagrams should vary considerably from
existing processes.

Business rules: state models and guidelines for the
system from a user perspective, which generally identify
the different branches of choices for each case and how
they impact the “state” of a case.

User roles and permissions: specify what information
individuals will have access to and permissions for
individuals to modify the system.
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4. ldentify all data and information exchange touchpoints

To complete a comprehensive review of touchpoints, documen-

tation should typically include:

Index of data or information exchange touchpoints
between different systems or parties, usually indexed on
the workflow diagrams (see no. 3 above). For example,
some of the systems studied by JMI are linked to state
criminal history databases from which prior DUI conviction
data can be drawn and “uploaded” into the eWarrant
system. The index would specify the point in the process
where this exchange would occur as well as the specific
data that will be accessed.

Table of documents or data that are exchanged at each
touchpoint.

Rules about data ownership and governing what other
parties can do with the data.

5. Catalogue all forms and documents to be automated

Most systems, even paperless, have documents. In an eWarrant
system for search warrants to draw blood, an officer may be
required to present the warrant to hospital staff or a physician
to authorize the procedure. A copy may be required for the
offender. Some states may have rules requiring paper affidavits
of probable cause or citations or descriptions of the arrest

in paper form, such as Oregon. Some judges prefer to see
“forms” and “"documents,” such as affidavits, in visual hardcopy
format (e.g., PDF), even if not required by law. The documenta-
tion for this typically includes:

Document index with references to the workflow map (see
no. 3 above), with indicators of the transmission channels
the documents must travel and who the users are by user
types [not individuals).

Document samples from existing hardcopies with clear
delineations between smart forms (digital representations
of hardcopies) and forms that will be converted into data
without the need for a hardcopy version.




6.Define administrative tools

To facilitate the development and/or implementation of the
new system, it is necessary to identify who requires access and
to what degree as well as the particular values or items that
need to be included in order to navigate through the system.
Documentation typically includes:

Table of user types and roles, usually indexed to functional
groups (this is not a list of every user in the system, which
will be done during development).

Lists of values, which are preliminary drop-down lists of
values that will be used throughout the system and may be
user-defined, depending on their uses.

7.Specify performance requirements

Both agency decisionmakers as well as frontline users of the
system will have specific expectations for performance of the
system as a whole. For a system like eWarrants, they might
include:

Video and/or audio quality (e.g. broadcast, intermittent,
bandwidth dependent].

Light, medium, and heavy transaction response times.
Report compilation times.
Maximum peak load user capacity.

By anticipating these expectations, system developers can
work to mitigate issues and ensure that the system functions to
meet the needs of its users.

A'WORD ABOUT DOCUMENT MANAGEMENT SYSTEMS

Document management systems have several
advantages and disadvantages over an information
management system. While typically less costly, off-
the-shelf systems are fairly easy to tailor to specific
needs, the major disadvantage is that such systems
do not always have reporting capabilities for analyzing
such things as the length of time to process a warrant,
the number of warrants issued, the number and
reason why warrants were rejected, and so on.
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Appendix C: Business Process Analysis Resources includes

samples of the BRD, workflow diagrams, requirements
traceability matrix, and data and document indices that can be
used to conduct the analyses described in this section.

TECHNOLOGY REQUIREMENTS

A business process analysis for an eWarrant system will need
to be paralleled or followed by an analysis of the technological
requirements, which should include:

Involvement of state or county information technology (IT)
personnel to help understand what technology options are
available currently and what may be needed.

Consideration of security and privacy issues related to any
existing platform or a new platform to be developed, in
addition to the design features.

Identification of what expectations law enforcement,
prosecutors, and judges have about how the system should
operate, particularly in terms of how they will access and
use the system (many of the jurisdictions studied by JMI
established user groups comprised of law enforcement,
prosecutors, judges, and technology personnel, to provide
input on language and format).

These user groups should continue to meet
after implementation to discuss possible system
modifications, enhancements, or challenges.

The jurisdictions studied by JM| used a variety of technologies
as the foundation for their eWarrant systems. Utah and
Delaware, for example, incorporated the electronic warrant
into existing statewide information management systems.

On the other hand, Minnesota built its own system in-house,
while a jurisdiction in Texas used an off-the-shelf document
management software to create its electronic warrants.




Ideally, the eWarrant system can be built onto an existing
platform. Beyond the obvious benefit of likely being more cost
effective, use of an existing platform can reduce the need for
user hardware, benefit from use of existing access and security
protocols, and streamline the implementation process. There
are, nonetheless, several considerations in building onto an
existing platform:

Does the existing IT environment work well, and if not, are
there issues to be addressed that would be impacted by
the addition of eWarrants?

Will the existing network bandwidth support additional
volume?

How will the responsiveness of existing applications and
databases be impacted by the addition of eWarrants?

Do all potential users have access to the existing system?
How will that be managed?

Is there a desire to and/or capability to link the existing
system with other systems, such as the department of
motor vehicles?

Is there a need to program data dashboards and reports
for tracking data to evaluate the eWarrant process?

Many of these questions are also relevant if a new system will
be developed in-house or with off the shelf software. There are
a number of other issues, however, that need to be addressed
with a new system. For example, is the system simply going

to be a document management system that still includes
some transfer of paper, or is there a desire for a more robust
relational database or information management system? Is
there a requirement for the sworn oath to be administered
in-person, can it be done by telephone or video conference, or
is a penalty of perjury statement and signature permissible?
Does the state or county have the in-house capability to create
the system or will it be necessary to hire a vendor? If the latter,
it will be important to factor in the need for developing the
specifications for the request for proposals (RFPs) and what
new hardware may be required for implementation. A sample
RFP from the Washington State Patrol Information Technology
Division to solicit bids for the development of their electronic
driving under the influence integration application is included

in Appendix D.
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Development of technology requirements can be conducted

in parallel with a business process analysis, but should

be predicated on business requirements. Jurisdictions

that engage a consultant often include the development of
technology requirements in the scope of work. Key factors
include the amount of existing documentation of processes and

procedures, forms and reports, and host systems.

Note that some jurisdictions do not take this step prior to
procurement of a technology solution. Their approach is to
publish RFPs that must include a technology solution, inviting
creative and alternative ideas, as part of the proposal. For

this to be successful, Step 1: Perform technology information
gathering (below), should be conducted prior to solicitation and
included as part of the critically important information provided
to the bidders.

The following steps are commonly used in the development of
technology requirements, tailored to an eWarrants system:

1. Perform technology information gathering

Similar to business processes, planners should document
existing technologies and infrastructure, including:

Network diagram.

Network hardware and software, including bandwidth,
security, access controls, and operating systems.

Host systems, if the eWarrant system will be integrated
into field or back office reporting systems for law
enforcement, or court case management systems |if the
eWarrant system is a module of the host system, it is still
critical to document other key systems, if integration is
required).

End-user hardware and software, primarily focusing on
operating systems, browsers, and any video or audio
technology needed.

Mobile technologies that may be used by law enforcement
or other stakeholders.




2.Conduct a technology gap analysis

To ensure that proposed solutions work, a gap analysis is
critical. The gap analysis is designed to assess whether the
existing network and application technologies will support a
solution, or whether the foundational technologies need to be
upgraded or supplemented. This step is also crucial to align
technology with statutory requirements or constraints. These
costs are often missed in planning for new technologies. Tasks
include the following:

Functional gaps: if procuring a COTS or SAAS system,

the functionality of the new system should be sufficient to
meet the detailed business requirements, or at minimum
customized in advance. Functionality that must be built
later is often much more costly than if it is included in
advance. This is the primary purpose of the requirements
traceability matrix, which is often used as a foundation for
bids by software vendors.

Technology integration: technologies that should be
integrated into the eWarrant system and assessed for
compatibility are foundational and system-wide for the
jurisdiction, court, or law enforcement. These often
include document management systems, video and
audio conferencing and recording and case management
systems. Too often, technology implementations are
fragmented and ultimately unsustainable.

1 See Appendix C for a sample, which is included in the Business Requirements Document Template.
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3. Define architecture of the new system [i.e., what it is, who
owns it?)

Before a system is developed, it is necessary to identify the
key components and delineate which agencies or entities have
ownership of each of these components. The documentation
for this step includes:

Proposed network diagram.
Proposed hardware and software specifications.

Clearly delineated ownership matrix of all system
components.

Data ownership and maintenance agreements between
stakeholders.

4. Define suite of technologies that will meet the needs for the
eWarrant system

Not every system will require a complete overhaul of tech-
nology. To facilitate the planning process and to acquire a
better cost estimate for the system agencies should define

the technologies needed for the system envisioned. This

step must be directly aligned with state statutes, jurisdiction
requirements, and acceptable protocols for the courts and
agencies. For example, if the jurisdiction is currently using
faxed affidavits and warrants, how much will the system simply
mirror a document management exchange in digital format?

2 If the system is designed to interact with other systems (e.g., to access data from the state drivers licensing agency or state criminal history database), the workflow diagram should illustrate the

specific points at which the systems will exchange data.

RESPONSIBILITY.ORG




IIIIIIIIIIIIIIIIIIIIIIIIIIII

A Guide to Implementing

SECTION 4

Funding Electronic
Warrant Systems



SECTION 4:
Funding Electronic
Warrant Systems

As with any technology solution in criminal justice, the

major questions are, “How much is this going to cost, how

is it funded, and who is going to pay for it?” There are no

easy answers to these questions, and they will undoubtedly
vary from state to state, county to county, agency to agency.
High-level preparation should provide early cost parameters
that will be refined as a result of understanding the technology
requirements highlighted in the previous section.

The type of costs will vary - from hardware and software costs
to personnel costs for programming. There may also be costs
associated with hiring consultants to conduct business process
analyses. A good planning process should take all possible
costs into consideration to identify opportunities for multiple
funding sources and cost-sharing. Among the jurisdictions
studied by JMI, costs for design and implementation ranged
from zero (in the case of Delaware in which costs were just
absorbed as part of the normal function of the Delaware
Justice Information System] to $350,000 in Minnesota to build
an eWarrant module into the state’s e-Charging platform.

The jurisdictions studied used a variety of funding sources -
including state or grant funding, fees for cost recovery, and
other low-cost options - to cover the expense of their eWarrant
systems. Agencies that are considering developing their

own eWarrant system should explore each of these funding

strategies to determine their feasibility.

STATE OR GRANT FUNDING

When electronic warrants are built into existing systems,

there is an opportunity to make use of funding that is already
provided for state information management systems. In Utah
and Delaware, for example, the costs for developing and
maintaining the eWarrant system come from the state criminal
justice information system funds. Delaware built electronic
warrant capabilities into its state criminal justice system at no
additional cost to the state, and now receives $100,000 every
five years from the legislature to upgrade equipment for law
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TIP

A good planning process should take all
possible costs into consideration to identify
opportunities for multiple funding sources

and cost-sharing.

enforcement to access the system. In Utah, the primary costs
not covered by the existing state repository budget were the
costs to the courts for phones, laptops, and iPads for accessing
the system remotely.

Members of the expert working group convened by JMI
reiterated the importance of including representatives from
both the agencies that manage state information systems and
legislators in the planning phase. In doing do, cost implications
and impact on existing resources can be identified early and
planned for in upcoming budget requests.

In other jurisdictions, such as Minnesota, eWarrants were built
onto the existing e-Charging platform with grant funds from
the Department of Public Safety’s Office of Traffic Safety (OTS),
which receives funding from the National Highway Traffic
Safety Administration (NHTSA). The $350,000 grant was used
to support the business process analysis and quality assurance
processes; costs for the actual programming of the system
were covered internally (estimated at an additional $300,000
for labor). In addition, the $350,000 grant from OTS is renewed
annually to cover costs of maintenance and the addition of

new features as necessary. In Maricopa County, the Superior
Court applied for and received $30,756 in funding from the
Governor’s Office of Highway Safety to cover the costs for

the court’s information technology department to create the
eWarrant application. An additional $87,838 was received from
the state administrative office of the courts to enhance the
application for use by the Department of Public Safety and to
hire additional judicial officers and judicial assistants to handle
the eWarrant workload.




USE OF FEES FOR COST RECOVERY

In certain jurisdictions, asset forfeiture and other fees levied
against offenders are used to recover the costs associated with
the implementation and maintenance of eWarrant systems. A
DUI fund in Utah was established specifically for cost recovery.
Fees paid by offenders are placed in a state interest bearing
account. The use of these funds is restricted to requests that
focus on alcohol-related crimes, and the eWarrant system

is considered an acceptable expenditure. The legislature
mandated that impound fees and a DUl surcharge generate
monies that are used to maintain their system. The Delaware
legislature provides $250,000 a year to the Delaware Justice
Information System agency (DELJIS) for maintenance on the
systems from a court assessed fee of $1.00 on each adjudi-
cation of guilty, delinquency, or responsible action. In Illinois,
the state allows the use of funds from asset forfeitures to fund
private crime labs for blood tests.
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LOW COST OPTIONS & ALTERNATIVE FUNDING
SOURCES

Jurisdictions that have implemented eWarrant systems note
the importance of thinking beyond just funding for the system
itself. Hardware (e.g., iPads) has multiple purposes and

utility in the criminal justice system. The Supreme Court in
Wyoming provided funding for iPads for judges that are used
for processing eWarrants as well as for carrying out other
judicial responsibilities. The defining of other purposes for
hardware, or even software, can produce cost-sharing options
to make funding more viable. Finally, other government
entities may have a vested interest in the implementation of
eWarrant systems. State highway safety offices or departments
of transportation are one such source, and in some states,
they have been willing to purchase equipment needed for the
system such as laptops or iPads.
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SECTION 5:

Electronic Warrant
Systems: Policy and
Operations

A central theme throughout interviews with stakeholders

who have implemented eWarrant systems is that consistency
ensures reliability and operational policies foster consistency.
Although a number of states will have explicit policies
enumerated statutorily or through court rule, there are certain
key policies that should be considered by jurisdictions seeking
to implement or refine electronic warrant systems. These
policies focus on authentication and security, officer’s oath
and swearing to factual statements, and warrant retention.
Beyond policy, the expert working group pointed to pilot testing
and training as critical elements for ensuring consistency and
uniformity in the use of eWarrant systems.

AUTHENTICATION AND SECURITY

Even on a secure system, user authentication is paramount for
ensuring that judges can identify the law enforcement officers
with whom they are dealing and vice versa. As the process for
issuing a warrant moves from paper toward electronic transac-
tions, authentication is a must.

Electronic warrant systems may include both digital docu-
ments and the additional need for verbal review and inquiry

by a judge. In a digital environment, a telephone call or video
conference may easily be set up as part of the communication
software. The concern for authentication and security is exac-
erbated, though, if digital communications occur over public or
unsecure networks. Authentication and security risks decrease
if the system is both secure and verifiable at each end of the
communication and if the network is secure. Authentication
and security, then, are categorized on digital systems as user
identification and network security.
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Why are operational policies so
important? These policies foster
consistency. For users to have
faith in the reliability of a system,
there must be consistency.

User identification methods include:

Login authentication, which authenticates a user before
access to the system is granted.

Network access authentication which authenticates
both user identity and application access to the network
services.

IP security authentication which is necessary for officers
and judges to electronically sign warrants.

User identification technologies include usernames and
passwords, authentication codes, and biometrics. Comparable
technologies are used to authenticate electronic signatures

by officers on applications and affidavits and by judges on
warrants as well as other types of related orders.

Network security, though, is key to determining how secure
user identification needs to be. In non-technical terms, if a net-
work is not secure, and access to it is easily compromised, user
identification is critical to authentication and security. Network
communications between law enforcement and the courts may
be provided in a closed network environment, using dedicated,
leased lines. But, most network communications today are
virtual, or virtual private networks (VPNs], that utilize the
public Internet or components of it. Older technologies, such as
dial-up connections, are also on the Internet and telecommuni-

cations networks that are easily hacked or compromised.




Most network security is provided by server authentication
and encryption. Server authentication technologies include,

at minimum, secure sockets layer (SSLJ, first to authenticate
the server at the other end and then to provide encryption for
all data that is passed across the network. Today, SSL is still
widely used, but is being replaced by a more secure protocol,
transport layer security (TLS). With TLS, digital certificates are
used to identify servers at each end of the communication, with
a cryptographic system that uses two keys, public and private.
A public key is stored in advance, and a private key is known
only to the recipient. Data encryption is key to preventing
hackers from gaining access to the servers by intercepting
readable data.

In Minnesota, for example, officers and judges are given
passwords to access the eWarrant system. They also have

the option of a fingerprint login. Delaware uses SSL protocols
to authenticate users based on digital certificates. These
certificates verify identity before access is granted to the state
criminal justice information system, which houses eWarrants.
Finally, Utah uses more robust authentication procedures that
include receipt of an authentication code through text message,
which must be entered before access to the system is granted,
a small physical token device that acts as a digital key to the
system, or a soft token that is essentially a one-time password
that changes every minute.

SECURITY TOKENS

Security tokens contain secret information to prove
identity that can include a digital signature, static
password, synchronous and asynchronous passwords
that are time-based, or biometric data. Although
security tokens may seem to be the best option, they
are nonetheless susceptible to breach either through
the loss or theft of the physical token or if a third party
solicits the token information electronically and then
submits it to the authentication system.
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Decisions about the appropriate protocols should not be made
ad hoc. If there are not current authentication and security
protocols in place for other systems that can be incorporated
into an eWarrant application, jurisdictions should consider
conducting a security needs analysis. Such an analysis will
help determine:

What the access rights should be and for whom.

What information can individuals access and rules for
limiting access to select users.

How data privacy and integrity will be ensured.

How often security audits will be performed to test for
system vulnerabilities.

As noted above, access rights are another element to be
considered as part of security. These rights can be articulated
through memoranda of understanding as well as more formal
interagency agreements. Minnesota, for example, has two legal
agreements - the Joint Powers Agreement (JPA] and the Data
Sharing Agreement (DSA] - between the state and the govern-
ing board (e.g., city council, county board) of the participating
law enforcement agency. The JPA defines the scope of the
shared data effort and establishes the obligations for each party
with regard to use. The DSA is executed to ensure compliance
with court rules on the use of system data. The state Bureau

of Criminal Apprehension (BCAJ, which oversees the statewide
criminal justice system and electronic applications, requires
both of these agreements to be in place before an agency can
use an e-Charging (including eWarrants) product.

OFFICER’S OATH

One of the challenges to an eWarrant system is the need to

take officers’ oaths and have them swear to the facts contained
within the warrant. In many places, statute or local rule requires
this be done in-person, which can present a barrier to the
timely issuance of the warrant. In some jurisdictions, it may be
necessary to engage the courts in changing the administrative
rules of criminal procedure to allow probable cause statements
to be sworn in electronically or digitally as was the case in Utah.
In other instances, legislation may need to be changed.




Some of the options identified in the case study jurisdictions
and by the expert working group members for addressing oath
issues include:

Adding a penalty of perjury statement on the warrant (i.e.,
declaring the facts stated in the warrant to be true and
correct) which is then signed and dated.

Allowing the swearing-in to occur over a recorded
telephone line or video conference which is permitted in
Georgia.

Allowing law enforcement officers to swear in other law
enforcement officers as is common practice in Texas.

RETENTION

The last major policy issue identified by JMI for jurisdictions
to consider is that of warrant retention. How long, and where,
will pending and executed warrants be retained? In Utah, for
example, warrants are available in the UCJIS system for 20
days and can be accessed by authorized users. After 20 days,
however, the warrants are transferred to the courts for reten-
tion and are no longer available through the eWarrant system.
In Minnesota, the retention policy is 60 days from last “touch”
and then the warrants are only available through the court file
copy. Officers typically file the warrant at the court within 10
days of warrant execution. Delaware, on the other hand, retains
warrants indefinitely and the warrants are only removed from
the system if the individual's record is expunged.

In making determinations about the retention policy, some
questions to consider include:

Are there statutory requirements for the retention of
records, specifically warrants?

Which agency will have responsibility for storing the
warrants?

What is the impact on storage space (largely determined
by length of retention policies)?

For what purposes might someone need access to stored
warrants, and who would be authorized to access these
documents?
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Why Pilot Test?

Determine how the system will function in the real
world and a day-to-day basis.

Identify and address unanticipated problems within
the system.

Make necessary technical corrections.

Obtain buy-in from frontline users who can champion
the benefits of the system among their colleagues.

Overcome resistance by breeding confidence that the
system will function as intended.

Determine future needs and plan accordingly.

PILOT TESTING

In an effort to identify potential challenges or issues with a
new eWarrant system, many jurisdictions have opted to run a
pilot test of the system with a subgroup of offenses (some of
the jurisdictions studied tested the system on misdemeanor
impaired driving) or in a single jurisdiction before going fully
“live.” Maricopa County, for example, conducted its pilot test
with a single DUI officer from the Phoenix Police Department,
and then added others as the pilot progressed. Many of the
current statewide systems, such as the one in Utah, began in
a single jurisdiction with a single law enforcement agency. The
pilot test validates the processes and functionality of the sys-
tem, identifies potential glitches in the software, and highlights
any unforeseen challenges. The pilot test also provides insight
into training that will be needed or any areas of additional
resistance to change that may need to be addressed.

Although there is no standard timeframe for how long a pilot
test should be conducted, it is recommended the pilot test be of
sufficient length to:

Capture a large enough number of warrant requests to
test all features of the system.

Involve several different officers, of varying experience
levels, assignment, and geographic locations.

Test user access on different equipment [i.e., laptop,
tablet, smartphone).




Minnesota, for example, conducted a 90-day pilot period,
starting with the state patrol only, then adding eight municipal
agencies in Hennepin County midway through the pilot.

During and following the pilot test, it will be important to
collect and assess feedback. Standardized questionnaires to
solicit user feedback, along with metrics on system perfor-
mance, are both useful tools for systemically documenting the
pilot test process. Examples of feedback metrics and questions
can be found in Table 2 (note these are intended to be illustra-

tive and not necessarily exhaustive).

Table 2: Examples of eWarrant System Feedback
Questions and Performance Metrics

How easy was it to access the eWar-

User Feedback

rant/eWarrant system?

How easy was it to navigate through
and complete/review the affidavit?

Were the instructions provided prior to

using the system thorough?

Were any issues encountered that
were not covered in the instructions? If
yes, what were they?

What type equipment was used to
access the system and prepare/review
an eWarrant (e.g., smartphone, laptop
in patrol car, tablet, laptop/desktop
computer in station)?

Were any issues encountered during
the submission and review of the
affidavit? If so, what type?

Was information about the warrant
status accessible?

Was a notice received about the receipt
of a request or the approval/rejection
of the warrant?

What changes to the system should be
considered?

System Performance | Number of times system was accessed
Metrics

Average length of time per each access

Average length of time from transmis-
sion to approval/rejection

Number of failed login attempts
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Both user experience and system performance should be
analyzed to identify:

Pervasive issues that may require additional programming
or development.

Aesthetic issues related to layout and format of the online
interface.

Paper documentation that is generated from the system.
Training needs to provide more clarity for users.

Depending on the scope of revisions identified, particularly those
related to reprogramming or development, it may be necessary
to conduct additional tests prior to full implementation.

TRAINING

To ensure that users of any eWarrant system are able to nav-
igate the system efficiently, proper training is necessary. The
better and more comprehensive the training, the less likely that
users will encounter problems, thus minimizing frustration
with the process and increasing acceptance and support for
the system’s use. Important activities for any eWarrant training
initiative include:

Identify all agencies that may require training and
education on system implementation and use.

Identify which entity will be responsible for developing a
training curricula and associated materials.

Identify who will be responsible for conducting training
(i.e., will one individual or entity be responsible or will a
train-the-trainer format be used?).

Develop a standard training curricula and materials to
be used by all parties involved to ensure consistency.

Determine when it is most advantageous to train system
users and in what venue.

Explore the possibility of offering continuing legal
education (CLE) credits as an incentive for completing
the training.

Update and augment the training to reflect feedback
from system users [i.e., as issues with the system are
identified, incorporate these into training to educate
users on how to troubleshoot effectively or avoid
complications).




Findings from the case studies revealed that jurisdictions
employ a number of approaches to facilitate the training of
practitioners. Some of the most important considerations
include identifying the target audience and focus of the training
as well as determining how the training will be delivered.

[ Audience and focus. | eWarrant training need not be limited

strictly to law enforcement officers. Instead, the audience
should be diverse and can include law enforcement, prosecu-
tors, court administrators, court clerks (to the extent they have
responsibility for retention), judges, crime lab technicians, and
even medical professionals. For individuals working within the
justice system, training typically focuses on the reasons for
the probable cause warrants for blood draws, how to complete
the warrant and use the system, transmission of the requests,
and return of service. For crime lab technicians and medical
professionals, the training tends to focus on the legal aspects
of the warrant process for blood draws.

Judicial training is particularly important to acquire the
support and buy-in of the judiciary who are integral to the
effectiveness of any eWarrant system. In Lubbock, Texas
training is delivered to judges on search warrant requirements
and the importance of blood evidence in the adjudication of a
DUI case. A copy of the training used in Lubbock is available in

Appendix E.

[ Delivery method. | eWarrant training can be delivered

in-person or electronically and can also be incorporated into
law enforcement schools and academies as well as judicial

and prosecutor conferences and CLE courses. In most of the
jurisdictions studied by JMI, the training was designed to be
short and readily accessible to officers, judges, and other users.

In Utah, for example, the eWarrant training was designed to
last less than one hour and focused on the changes to the DUI
arrest process as a result of the system and the benefits of
using the system. The training is offered as an in-person class
and as an online course for rural or remote locations. Finally,
Utah also includes eWarrant training in its Drug Recognition
Expert (DRE) schools (see Appendix E to view a PowerPoint
presentation used with DRE officers).
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The size and population density of a state can determine
whether in-person training is a practical option. For example,
because Minnesota is comprised of many rural counties, the
Bureau of Criminal Apprehension’s Training and Audio Division
opted for an online PowerPoint training that allows officers

to complete the training at their leisure and remotely (see_
Appendix E to access this PPT). In addition to initial training
provided to officers, Minnesota offers a free 24-hour, 7-days
per week support line officers can call if questions arise during
the arrest process, as well as an online frequently asked
questions page. The automated phone system offers assistance
with difficulties logging on to the system, editing a DWI event,
using breath test equipment, or receiving assistance with
suspects in custody. The courts also provide informal training
on the system and how to access it.

Regardless of the training approach employed, all jurisdictions
should seek to ensure consistency in educational content and
materials. Furthermore, it is recommended that feedback

be elicited from practitioners to gauge whether the level

of information contained in the training is adequate and to
determine whether existing materials require updating and/or
augmentation. As common issues with system operation and
use are identified, training should be modified to make sure
that they are addressed.

The size and population
density of a state can
determine whether in-person
training is a practical option.
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SECTION 6:
Measuring Effectiveness

Ongoing assessment of eWarrant and eWarrant system
effectiveness is critically important for ensuring the intended
goals are being met, and if they are not, measures of effec-
tiveness can help pinpoint areas for improvement. There are
any number of metrics that can be used to assess usage, user
satisfaction, process, and outcomes — many of which should
have already been developed as part of a pilot test.

If a jurisdiction is creating an eWarrant system, attention
should be given to the types of metrics that can be built into
the system as a data dashboard or for regular reporting. These
metrics include, but are not limited to, the following:

Number of system logins (both successful logins and failed
logins).

Number of warrant requests submitted.

Number of warrants approved and rejected.

Average length of time from login to warrant transmission.
Average length of time from retrieval to approval/rejection.

Average length of time from submission to return of
service.

Number of cases prosecuted without a warrant.

In Minnesota, for example, regular management reports can
be generated from the system by any system user. Reports can
be run at the state level, or broken down by law enforcement
agency or court. The primary metrics reported are number

of warrants submitted, approved, or rejected, as well as how
many warrants were processed outside of normal court hours.

Other metrics that can be helpful are those that document the
user’s experience. Although these metrics typically are not
built into the system itself, a short annual questionnaire or
roundtable at the state law enforcement/judicial conference
can be used to collect information on the following questions:

How often did you use eWarrants or log into the system?
How easy was it to access the eWarrant?
How easy was it to complete/review the affidavit?

How easy was it to submit the affidavit?
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Did you encounter any problems when preparing or
reviewing an eWarrant, and if so, what were they?

Did you encounter any problems with electronic
transmission, and if so what were they?

What changes or modifications would make the user
experience better?

Finally, eWarrants are intended to provide law enforcement,
prosecutors, and judges with the tools they need to effectively
respond to DUl and to hold offenders accountable. These
broader outcomes can be measured by tracking the following
information and analyzing change over time:

Number of refusals to submit to chemical testing

Number of motions made to suppress BAC tests on the
basis of probable cause

Number of motions to suppress granted
Number of DUI pleas, as charged

Number of DUI pleas to lesser charges
Number of DUI convictions overall

Average length of time to disposition
Number, type, and length of sentences given

Agencies are encouraged to collect baseline data to be able to
show how eWarrant systems improve overall system efficiency
and outcomes. For example, showing the amount of time that
can be saved by transitioning to an electronic warrant system
or reductions in warrant rejection due to errors.

Evaluation of system efficiency and effectiveness should
continue on an ongoing basis. In addition to determining
where future enhancements can be made, an evaluation can

justify further investment in and expansion of the eWarrant

system. For jurisdictions seeking policymaker buy-in or that
have a desire to take a county program statewide, being able
to provide data as to how the system has saved time, money,
and improved overall outcomes is powerful justification for
further attention and funding.
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SECTION 7:
Case Studies

Jurisdictions interested in developing and implementing their
own eWarrant system are encouraged to first examine the
systems and processes in place in other localities and learn
from both the challenges and successes of agencies in other
states. To obtain this type of valuable insight, JMI conducted
case studies in five jurisdictions that were selected based on
their diversity and the nature of their systems. Each of the
systems studied by JMI have unique features and operate in a
slightly different manner; they also represent locally-based to
integrated statewide systems.

Detailed descriptions of the development, implementation,
operation, and success of eWarrant systems in Minnesota,
Utah, Arizona, Delaware, and Texas are provided in the
following sections.

eWarrant
Case Study
Sites

[ eWarrant
Implementation
Sites
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eSEARCH WARRANTS IN MINNESOTA

Jurisdiction profile | Minnesota has a unified court system,

consisting of ten judicial districts, covering the state’s 86,000
square miles. The courts use a statewide electronic charging
system, known as e-Charging, for criminal complaints and to
move information between law enforcement, prosecution, courts,
and the state driver and vehicle services department. In addition
to criminal complaints and search warrants, e-Charging is

used for electronic citation processing, DWI processing, and law
enforcement incident report submission to prosecutors.

System development and implementation ] There were a

number of reasons Minnesota prioritized the development of
eSearch warrants for blood draws in DWI cases. In addition to
court decisions requiring search warrants for blood or urine
tests, the state was experiencing a growing number of legal




challenges around blood draws and implied consent. These
factors combined with a significant increase in the number of
blood draw requests and the challenges to obtaining time-sen-
sitive warrants in rural areas’ provided the needed impetus
for the creation of an electronic system. The biggest incentive,
however, may have been the support and funding provided by
the Department of Public Safety.

The Bureau of Criminal Apprehension (BCA) was responsible
for the planning, design, and implementation of the eSearch
warrant application with a $350,000 grant from the Department
of Public Safety’s Office of Traffic Safety. The amount was
based on a high-level estimation of development costs from
concept to production and educated guesses based on previous
experience with the e-Charging system.

A collaborative group of stakeholders, including law enforce-
ment, the State Court Administrator’s Office, and district court
judges, worked together to draft the warrant template. Since

the state had been using an e-Charging system for warrants for
some time, there was not much resistance to adding blood draw
warrants. However, at the outset of the e-Charging system devel-
opment there was some initial resistance to new technology. To
address this, a series of meetings were held with frontline staff
to identify their needs and concerns in an effort to make sure
these were addressed early in the process. Ultimately, by doing
this, the system was designed to be highly user-friendly, which
increased buy-in and acceptance. Minnesota was able to build its
entire e-Charging system, including eWarrants, in-house.

Minnesota
eCharging

DL@ eCharging

Laxgin
Velcome o eCharging
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TIP

Consider Local Practice

—
While having a statewide judicial system
offers a variety of benefits, the eWarrants
system must be flexible enough to
accommodate local practices. What works
well for urban areas may not work as well

in rural parts of the state.

The roll-out of eWarrants for DWIs began in October 2016 with
a 3-month pilot program, first with the Minnesota State Police
in Hennepin County (the most populous county in the state),
which includes Minneapolis. By mid-November 2016, eight
municipal police departments had been added to the pilot, with
successive roll-outs across the state by judicial district. By
April 2017, the system had gone statewide.

[ System operation ] Similar to other jurisdictions, officers

seeking a warrant for a blood test? log onto a secure portal® to
complete and submit an electronic search warrant application
to a judge. Officers were provided with a mobile data computer
to use in their car to allow access to the system while at the
arrest scene so they could request warrants at any time, day
or night. Screen shots of the log-in screen, along with a screen
shot of the officer's work station he/she sees upon login, are
provided below and on the following pages.

Login

Reminder:

eCharging auto-deletes search warrants 60 days following the last save on the document.
Officers are reminded to save a copy of the algned search warrant to a local ar nebwark drive if they nead
to retain the document.

FLEASE REFORT ANY ISSUES TO THE BLA SERVICE DESK:

Phaea: 3535-T34-1119 e« G31-73-2500
eChanging “IN-CUATEEY" DWI Aftes Houss support line. 8317933085 [0W1 Only « ot Ssarch Warramt)
Eemail: ki seremanderb @ itate. min, wi

Log In

Password
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Minnesota eCharging Work Summary

& 1 p Sorren! Mgy St
ﬂl eChargin z rsULast 1 L B * | Lozt ]
Lt ging l Walcome
£ My Woark 1 Manage Forms | Motifications - Preferences | Reposs L Help
Nork Summary
I k- Ny This Is a summary of work for

I Wk - My &pancy

Creabe new ¢CRAMING 100 ASSKN MuBgle eCharging foms & Show Documents Assigned To ke For All Ky Agencies

Formms Awating Aclitn
cass Charge Sublect  Creation Assioned
Humber Tpe Laval SubieSt sy Date o To bmez)

Crafis
Ho drafls availabhe 1or viewing
Case Charag Subject Creation Aspioned
Humber Trpe Level MBS e Dk Status s Action
oXaBCA  Privpy Slptewes)  Hsl Vanien 18

The officer then selects the type of document he/she wants
to create and is brought to a DWI wizard for DWI arrests. The

Consider Boilerplate Language

wizard then prompts the officer to enter the peace officer
certificate (a hero statement), incident details, additional
forms, and signatures as shown on the left side of the screen eWarrants in Minnesota contain boilerplate
shot on the next page. language on dissipation rates for alcohol
and controlled substances so that the officer
does not need to enter this information each
time. The ability to access and insert this
type of language increases efficiency and

can save officers valuable time.
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| FGURES
Minnesota eCharging DWI Wizard

E y Cumwnt Agenay Dasat
I.'hl 4. aChargin
) - I

- e = r— v [ Logma]
w | I—I Welcome Hent Coplest

o My Wark. . Mamage Foms | Hotifications - Preferences " Reparts ) Help
Wi Wizard - Breath Test Advisory <= = 2of 11

E 1 Lesch
i Axsigned 1o Law ENfOTCemEnt = i s sy
Subjesct Dedally
Bresth Test Aavissry Respansbie Agency. Gook Gounty Sheritt
Pesce Officers Canfcams Document Type: O Form Case Numibers:
Diafsndant: AL ICEARD T Law [ sfcatbmant:
Wishic b Coplasie el harnging ld: 35T Premeculion:
Document kit 143632 Courl:
Irsader Ciade
Permss Surmmery
Back Mex] Save Assgn i) Help
o | ] 1 | EE=] I
Sign Farrrg
Ty e af IncideEnt
= || Finki Decision .

Assignman Was the affender operating a commerc ial vehic e ®No OYes

AR RTEmS

m P If the sffender was operating a snowmobile, ATV, or watercraft, do not process this incident thraugh eCharging.

ot it For Of-Road Recniational DWIS, you st b e pagier forms peovicied By the Depanment of Matural Resomces (DNR), Thesse are availabhe for

[ Sumemasy downioad from the Avallable Documents list on the eCharging login page

At ed Searh

Opl Oul of Breath Tes Advisory

il the Bréatlh Test AdVISory Was nol ieod, Clmck s bux Froviously emiered Srealh Tesl Advisory data woil Be osiof s opdroan .3
salactad.
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| FGURES
Minnesota Draft DWI Search Warrant

Draft dis fer hisszey)
Decument Type: DWW Search Warrant Case Numbers: Ch,
Defendant: Law Fnforcemeant: 20161223 I =) Ig HEIP I
eCharging bd: 28811 Prosecution:
Documentld: 1780 Court:
Incident

Subject Details

First Hame. * Middle Name Last Mame. * Sulfix. Date of Birth. *

Al Edward Too v| 01011974 i |

Date and Time of Incident

Date of Incident: ™~ |10/17/2016 A Time of Incident (Military time): ©  |02:30

Location of Incident
Describe the localion of he incident™®

East Bound 1-994 between NHormandale Elvd and France AvVe South

Cnigr ug i 500 characien. 424 remaining

City or Township or¥ |Bloomington | County at * |Hennepn | State of Minnesota

Reason for Initial Cantaet
Check al keast one of the following *

[+ venicle stopped by officer, because: |Weaving, eractic speed *
[ Accident

[] Vehicle already stopped, because;

L] Other:

The system is designed to interface with the state department of motor

vehicles (which in Minnesota is called Driver and Vehicle Services) “Minnesota has rolled out eWarrants over the past
so that the officer can conduct a search based on name and date of few years and it has dramatically improved our

birth to confirm the identity of the suspect and auto-populate the responses. Our judicial district stretches over
demographic fields (address and driver’s license information) as well the entire arrowhead region of Minnesota, with

as the vehicle information. The officer then indicates the offense level one-way drive times sometimes measured in hours.
(felony/misdemeanor) and a case number is added for later use in the The ability for law enforcement to connect with a
e-Charging system. Screen shots of the system are provided on the judge to review warrants electronically rather than
following pages; additional screen shots can be found in Appendix F. for in-person review has been a tremendous time
Similar to Utah’s system, the county entered into the system by the saver. Officers are spending their valuable time in
officer provides a drop-down list of available judges who can receive the field, not driving to meet the judge.”

the warrant for review. In rural areas, there is typically one judge who

. . .y L —Judge Shaun Floerke, Sixth Judicial District Court, Duluth, Minnesota
receives warrants from all counties within the district.
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Minnesota DWI Warrant Application
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Case mwien

Warrant oo Searchc ®
Spbect all aoghe abls
Fremaes
A R I
& Banian

Frst Mo ™ Wi AT

Laat Nama ”

LOwaRD

Progerty and Things to be searched and asived: ”
Lint ol e eviieme s that neads 1o be searcked and seizes
Formaty =

| Bicod sample from AL EDWSRD TW0, Dabe of Barin AOLNSTE

Deacriplion of pramines, motos velicke o person 1o be srarched, whare the sBove evidencs will Ba Tound: *

List aned chessoritss in ceind the premeses. mobor vehec ke of person - whene the shove evidence will be Aound
& A0 TWO, Doy of Birth OL/OL/ L5748

City or Tewnship of Hagrirapin

Srane of Minmesots

Sarve and Cont
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| FGURED |
Minnesota eWarrant Signature

Currently Assigned to: Dev Officer, at the Carver County Sheriff

Sign and Submit to Judge
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| declare under penaity of perjury that everything stated in this document Is true and Correct.

Place of Signature

County. [Canver Siale. |Minnesota

Omicers Call back phoneg  952-952-9329

Select Judge

Courtnouse: | Carver County Distiict Court | Juage: I

2, Judge
3. Judge
Carverjudge, Haren
Dredd, Judge
Jonas, Judy
Judge, Biometnc
Judge, DA

= - — | udge, dic
BEAL el el
Judge, KR
Judge, K3
Judga, TM
Judge, Tom
judge, wincna
judgel, carves
judged, caner
Schoen, Paul
Vall, .JRams
Vel2, JRams
Vial3, JRams

I i Save and Close "d Save |

STATE OF MINNESOTA, COUNTY OF CARVER

APPLICATION FOR SEARCH WARRANT

The on-call judge receives an email with a hyperlink directly to
the warrant in the system, or if after normal business hours, an
email notification about a pending application. However, judges
can only access the system if they are on a court device, using a
secure network. During the initial roll-out of the process, upon
receipt of the request, the judge called the officer by phone to
swear them in. That requirement was eliminated in 2017 when
the Minnesota Legislature recognized penalty-of-perjury law
enforcement signatures for search warrant applications.

After reviewing the warrant, the judge may either issue it by
applying an electronic signature or reject the application. If

the warrant is denied, the judge must include the reasonl(s) for
denial. The officer receives a notification that the warrant has
been returned and if it was rejected, he/she may either correct
the warrant and resubmit, or in some cases determine that the

warrant will not be resubmitted.
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Application Page 1-2

DISTRICT COURT

The system also includes document history so officers can view
the status of the warrant. If a judge has not taken possession of
the warrant, there is an option to recall it to correct any errors.
Doing so, however, requires the officer to re-sign and resubmit
the request to assure that the latest document version is
always processed. Once approved, the officer can print the
warrant in his/her vehicle and take it to a medical facility for
the blood draw.

[ System success ] The use of electronic warrants has

significantly streamlined the process and staffing required to
obtain a blood draw or urine warrant. Experienced officers
typically can prepare warrants in 10 minutes or less, and
officers report the average processing time, from submission
to judicial approval, is between 15-20 minutes for warrants that
do not have any issues or problems.




Since the eSearch warrant became available, Minnesota law
enforcement officers have submitted over 2,500 applications
for DWI-related search warrants. Ninety-eight percent of those
applications are approved and result in the judge issuing a
search warrant. In addition, the error rate on DWI forms has
been reduced from 30% to nearly 0%. Users of the system
report the electronic system has made the process of reviewing
search warrant applications faster, more efficient, and more
secure. Approximately 55 to 60 eWarrants are issued statewide
each day, up from 20 when the process was done manually

using paper.

The BCA's eSearch warrant application recently received the
2017 State Government Innovation Award as one of the top
innovation projects in state government. The eSearch warrants
allow the entire search warrant application and approval
process to be completed electronically, resulting in improved
efficiencies, greater security, and measurable savings in time
and money.*

Results of eSearch in Minnesota

2,500 eSearch warrants submitted in one year
98% of requested warrants were issued
11,200 office hours saved

30-minute reduction, on average, in DWI arrest
processing time

Decrease in percentage of DWI forms with errors
from 30 to nearly 0%
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UTAH CRIMINAL JUSTICE INFORMATION
SYSTEM (UCJIS)

[ Jurisdiction profile ] Utah is geographically a large state

with 29 counties and 8 judicial districts. The entire population
of the state is just over 3 million people. The state court system
introduced an electronic warrant pilot program in the spring of
2008, in response to State v. Rodriguez, 156 P.3d 771 (2007), a
case in which the defendant turned into the path of a school bus
killing her passenger. The driver, smelling of alcohol and acting
belligerent, was taken to the hospital where her blood was
drawn without her permission. She was revealed to have a BAC
level of .39 - nearly five times the legal limit. The driver was
convicted of a 2nd degree felony. Although her conviction was
overturned on appeal, it was subsequently reversed affirming
the conviction. In issuing its opinion, the Utah Supreme Court
issued a strongly worded statement, “We are confident that,
were law enforcement officials to take advantage of available
technology to apply for warrants, the significance of delay in the
exigency analysis would markedly diminish.”

System development and implementation | In response to

the Rodriquez decision, the Utah Department of Public Safety
(DPS]J, the Salt Lake City District Attorney’s Office, and the
Administrative Office of the Courts (AOC), with collaboration
from judges, came together to build an eWarrants system to
speed up access to warrants in DUI cases. Since more than 90%
of state law enforcement is connected to the Utah Criminal Jus-
tice Information System (UCJIS), which unifies data from dozens
of separate data sources and agencies, the decision was made
to incorporate the eWarrants system into the UCJIS platform
using open source code (meaning there was no copyright or

license),® integrating it with other relevant services.

A Justice Assistance Grant (JAG) of $30,000 was provided to DPS
to hire a contractor for the additional programming, which was
supplemented with additional JAG funds increasing the total
grant to $34,693. Another JAG grant of $49,511 was awarded

to the AOC, although they ultimately only used $25,250 of the
award, to develop the system. Additional and ongoing funding
comes from impound fees, mandated by state legislation.



https://www.courtlistener.com/opinion/2586146/state-v-rodriguez/

“The eWarrant system has resulted in
officers’ willingness to get a warrant
because the system is very simple and
efficient. Getting a warrant does not
interfere with the DUI process like it did
in the past. Before the eWarrant system
was implemented most officers would not
go through the hassle and effort to get a
warrant unless it was a very serious case
involving injury or death, and now we
attempt to get a warrant on every refusal.”

—Trooper Jason Marshall, Utah State Drug Recognition Expert

Coordinator

[ System operation ] Patrol cars in Utah are equipped with

computer terminals with Internet capabilities that officers use
to log into UCJIS to initiate the warrant request. Each officer
has an assigned username and security token that is tied to
his/her qualifications and training, allowing the hero statement
of the officer’s training and qualifications in the warrant, to be
auto-populated. The remainder of the warrant includes both
drop-down menus and text fields to streamline the process,
save time, and reduce errors (a series of screen shots showing
the Utah eWarrant system is included in . Officers
have the option to send the warrant to a prosecutor for review
prior to submission or they can check a box to skip this step
and transmit directly to a judge.
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The state uses a rotation system for assigning judges to review
warrants. Typically, judges are assigned 1-2 weeks per year,
and there are 7-8 judges on-call 24 hours a day, 7 days a week.
When the officer chooses the jurisdiction and county in which
the warrant is being issued, the UCJIS system automatically
selects one of the on-call judges and adds the judge’s contact
information in the event the officer does not receive a return
response in a short period of time. The system then generates
a text and email message that is sent to the assigned judge to
notify him/her there is a warrant pending review.

Because Utah changed its administrative rules of criminal
procedure® to allow officers to be sworn in digitally, the officer’s
electronic signature line added to the penalty of perjury
statement eliminates the need for administering the oath
in-person or via video call. Thus, upon receipt of the warrant,
the judge can promptly review and affix his/her electronic
signature if the warrant is approved and return it electronically
to the requesting officer. If the warrant is rejected, the judge
notes the reason for rejection. One of the many useful features
of the UCJIS system is that the officer has the ability to initiate
queries to see the status of warrants including dates and times
of submission, review, approvals, and rejections. Figure 9
illustrates this process from start to finish.

TIP

Reduce Common Errors

| |
UCJIS requires that drivers’ license
numbers be entered twice to reduce

typographical errors.
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- o B

Prosecutor (notified B After review with On-call judge logs on
via email, pager) prosecutor, to UCJIS, accesses
reviews information, notification is sent to eWarrant by ID
works with officer to on-call judge via number (or can select
make any email/text msg to from List).
adjustments pager/cell phone.

required. Msg contains ID

number eWarrant.

A 2 m

B Judge approves Notification is sent Officer logs on B After serving warrant,
eWarrant, updates to initiator via to UCJIS, officer enters “return of
document to indicate email/text msg to retrieves service” information which
approval. Stored on pager/cell phone eWarrant, prints is forwarded to the Courts.
UCJIS server as that eWarrant is out to serve it. If no return of service info
non-modifiable PDF. approved/issued. entered within a
The warrant is also Notification contains determined amount of
sent immediately to ID of eWarrant. time, notification to do so
the Courts. will be sent (via email,

pager, text msg to phone).

TIP

[ System success | The entire process averages 20 minutes

from request to judicial approval, although it can take up to Anticipate Rural Cha[[enges

an hour. With the implementation of eWarrants, Utah has —

improved its test submission rate from 77% to 96% (Berkov- . .
) : Rural counties may face unique challenges
ich, 2015). There has also been tremendous buy-in from

stakeholders on the use of the electronic warrant system in on account of limited resources, fewer staff,
Utah, especially in rural areas where there is limited access and less cell/internet coverage. Identifying
to judges. Notably, having electronic warrants has eliminated o . .
the need to have affidavits read over the phone to judges and these limitations and planmng/bUdgetmg
because everything is now logged in electronically, including accordingly s encouraged.

the return of service, the process is more secure. Law

enforcement in rural areas, with limited internet access, have

been provided with SIM cards to improve their communication

abilities and report no hardships associated with eWarrants.

The state has convened an eWarrants committee, consisting of
IT, law enforcement, prosecutors, and court personnel, to keep
abreast of legislation and identify ways to continue to improve
upon the process. The Bureau of Criminal Identification (BCl),
the steward of UCJIS, pays the costs of enhancements.
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eSEARCH WARRANT AND eRETURN APPLICATIONS
IN MARICOPA COUNTY, ARIZONA

[ Jurisdiction profile ] Maricopa County (Phoenix], Arizona

has an estimated population of 4.186 million residents. The
Phoenix Police Department alone handles around 6,100 DUI
cases per year. The development of the eSearch warrant and
eReturn Applications for blood draws in DUI cases began in
the summer of 2011. The Maricopa County Superior Court and
Phoenix Police Department held three informational sessions
with law enforcement to collaborate on the design, develop-
ment of policies, and implementation of the system.

[ System development and implementation ] In 2012, the

Presiding Judge of the Superior Court in Maricopa County
issued an administrative order authorizing a two-year
electronic search warrant pilot for the “exchange of search
warrants, affidavits, and returns by law enforcement officers
and the court by means of a secured internet connection™ (a
copy of the administrative order is included in Appendix F). In
August of 2012, local law enforcement agencies were invited to
participate in a pilot program to test the eWarrant process and
the application. The initial pilot test was conducted with one
Phoenix police DUI officer. By September, all Phoenix Police
Department DUl Squads were using the application.

Working with the courts, the Phoenix Police Department
prepared a training video for law enforcement officers on the
eSearch warrant and eReturn process. By December of 2012,
the entire Phoenix Police Department had been trained on how
to use the applications and was using both. One year later,
there was gradual deployment to additional law enforcement
agencies within Maricopa County. The pilot project became
permanent by Local Rule 4.10, effective May 28, 2014. Once the
eSearch warrant and eReturn applications were made per-
manent, it was expanded to include all Department of Public
Safety (DPS) law enforcement officers across the entire state to
allow them access to the system.

RESPONSIBILITY.ORG
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The Superior Court received two grants from the Governor’s
Office of Highway Safety to develop the software and enhance
the law enforcement officer website to include the return of
service. The first grant was provided in the amount of $30,576
to build the software for Maricopa County Law Enforcement
Agencies. This also covered training costs and materials. The
second grant was provided by the State Administrative Office of
the Courts in the amount of $87,838 to modify the software to
enhance the application for use by DPS statewide and to fund
the Judicial Officer and Judicial Assistant salaries/benefits
for 15 hours per week to cover the increase in workload for
services delivered outside of Maricopa County.

System operation ] The eSearch warrant application was

designed and programmed in-house by the court information
technology department as part of the court’s information
system. Officers are assigned a serial number to access the
application via the Internet. The application includes a series
of checkboxes and pull-down menus that allow the officer to
indicate the type of offense, qualifications and training, prob-
able cause for the stop, roadside tests administered, suspect
behavior, and refusals. Figure 10 provides a screen shot of the
initial data entry screen. Officers also have the ability to view
the status of their warrant requests online.

The Phoenix Police
Department alone
handles around 6,100
DUI cases per year.
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| FIGURETD
Arizona Affidavit for Search Warrant Status

2/55W 1A Judicial Offices

Mark work queue ilem status to complete? | Yes Eack to Queys Status: In Progress

o

Affidavit For Search Warrant - Status: Warrant Granted

Do Mot Seal

Phone # (802)320-4 % Search Warrant # SWa01 35888
Report # 2013 01888

YOUR AFFIANT, - RS depotes and says: | am investigating the crime of
¥ puvarc I aggravated DU [ Aggravated assault [ Manstaughter [ Homicide [ Engangerment |

which occurred on o aboul 822013 1:04:00 AM, at =& W, CAMPBELL in the City of Phoenix, County of Maricopa, State of Arizona
THAT THE AFFIANT has probablé cause o Dalive that thare & now in ihe Diood or bodily fulds of

Name Race Gender DOB
R S Male 1WNTHETS

Incated at, ¥98 E, HIGHLAND or at any other location while in police custody, in the City of Phoenix, County of Maricopa, State of Arizona
The tollowing substances of wil, infoxication liquor, drugs, vapor releasing subslance or any combination
Togeiner with other evidence of the crhime of
F puapc T aggravated UL T Aggravated assault ™ Manslaughter [ Homicide [ Endangerment [
A 2&1 forth in the affidavit, | B i, SRRl A - #8888 your Affiant, am a Peace Officer in the Stale of Anzona

employed by the Phoenix Police Depariment. | have been a sworn officer for 20 years and have the Tollowing
training and experence

| gradualed from: The Phoenix Police Academy

My training included idenlifying driver mpaiment due o alcohol or drogs. My duly assignments have included traffic, criminal
and DUl inwestinations. | have specialized training n:
F H.G.N, (Horizonal Gaze Nystagmus) T DRE. (Drug Recognition Expert)

EF Mk bsccastinmiias amd aasmasmansins [T mesanstsen: ™

Once completed, the affidavit is sent electronically to a judicial officer for review, and approval or rejection. Judges receive notice of a
pending request and can log onto the system into their “work queue,” which shows affidavits they have received and their status [i.e.,
new, in progress, completed). Judges also have the option to filter the view in their workstation to show only new affidavits as well.
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| FIGURE 1 |
Arizona eSearch Work Queue

y = SRR 1/3SWI1
=| 5 %D
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14 PSA (3002)

Search W urlm
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SW2013
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Saanch Warant ] Work On Claim Cancel

- 21235
4B
SW2013-ssu0we
Warrant Granted (100202013 D855 AM)

Search Wamanl

¥york On Linglaim

Ditsplaying feme 1 - 3083

Using the same system, officers are also able to submit a return of service to the judicial officer to verify. The system allows the
return to be sealed electronically and includes checkboxes for the property that was seized (i.e., blood, urine, other items); a checkbox
indicating the warrant was not served; and electronic certification of the search warrant execution. (See next page for a screenshot of
the eReturn application).

RESPONSIBILITY.ORG




Case Studies | 47

| FGURET2
Arizona eSearch Return Verified

Once a warrant is granted, the driver’s blood is taken by an officer trained in phlebotomy to do the procedure. If the officer has not
been trained?, there is either a phlebotomist with him/her, or they will transport the suspect to a medical facility.

Mark work gueue Bem stabus 1o completa?  Yaes Back o Quays Statug: Iin Progress

Return Of Search Warrant - Status; Return Verifled

ranl AMcavil pdl Search Warranl Belurn.pdl

Seal a—
Search Warranl # SWa0 3 il
Repor # PPD-20seoed

| Lartify Bhad on 10282013
hes warran! was execuicd and the foRowing descnbod Property was selasd

F 3 ubels) of biood
™ wine sampic
™ oiner Bemis) &5 described Delow

™ wamant was not served

| iarthiar Cerlity (Rl (h: BEFGOOING InvEnbary & a inue and detailea accoum of Ml propey Ken by me pursuant b ARS & 13-3021, and 1hat & et recepl for 1 property Bken was
F givento: T left at e - Caucasian, Make, 11/11/1970,

Fule 2 13 of he Local Fules. for the Superior Court in Marioopa County authornizes the cour to use elacironic o0aths and such oaihs have the same kegal efiect as 3 sigeed oath or an 03th Eken inthe
presence of A judicial officer.

|, B M 4 - s do solemnly swear o affirm thad the information located on this retum is comedt and compiete, and that | have personal knowledpe of the information on this rebum

Drarlesd MVZRE013

[ System success ] The average time to secure an electronic warrant using the

Maricopa County system is between 15-20 minutes. Since implementation, there

has been a 13% increase in DUI search warrants. Since implementation,

The court’s Search Warrant Center [initial appearance court) is staffed 24 hours there has been a 13%
a day, 7 days a week. By June 2018, the software will be modified to allow all . . DU | h
14 counties and all cities in Arizona access to use the DUl eSearch warrant and Increase in searc
eReturn applications. This will increase the volume of requests for DUl search warrants.

warrants, and it is anticipated that additional funding will be provided to fund the

increased workload for the Judicial Officer and Judicial Assistant.
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DELAWARE JUSTICE INFORMATION
SYSTEM (DELJIS)

[ Jurisdiction profile ] The state of Delaware is unique on

account of its size, structure, and population density. It is the
second smallest state and is comprised of only three counties.
While it is the sixth least populous state, it is also the sixth
most densely populated. Given these characteristics, Delaware
was well-positioned to create a statewide information-sharing
system. In fact, according to a report of the National Task Force
on Court Automation and Integration, Delaware was the first
state to implement an integrated criminal justice information
system that supported electronic sharing of criminal justice
information among the criminal justice community. The
Delaware Justice Information System (DELJIS) has been in
existence since 1983, and it is constantly changing to meet the
needs of system participants, including law enforcement. It is
therefore not surprising that the implementation of eWarrants
was built into the DELJIS platform, making Delaware one of
the first states to use automated warrants.

[ System development and implementation ] Delaware

implemented an automated warrant system in 1991, allowing
law enforcement officers to enter complaint data through a
mainframe system using Microsoft Word fillable forms to cre-
ate warrants on-line. In 2013, shortly after the McNeely ruling,
the state began to implement processes to use electronic
warrants for blood draws in DUl cases. DELJIS converted the
Microsoft Word form into a PDF and housed it on its system.
The request for adding blood draw eWarrants to DELJIS was
accelerated through the issuance of a policy memo by the
Chief Magistrate. The design and implementation was truly a
collaboration of the courts, DELJIS, the state prosecutor, and
state and local law enforcement.

The costs for automating and incorporating warrants into the
DELJIS platform were absorbed into the DELJIS budget as

a part of routine system improvements. Thus, the primary

cost to the state was for equipment to allow law enforcement
to access the system remotely. In 2011, the Delaware Police
Chiefs Council (the Council) first requested funding for the
lease of laptop computers for all Delaware police departments,
excluding the Delaware State Police. In subsequent years,
requests have been made for other equipment in addition to the
funding for the lease of the computers. The Council is currently
in the fourth and final year of the current lease. The amount
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requested each year under the current lease is $340,220, which
provides for 970 computers and includes a buyout at the end

of the lease of $1. Including the buyout allows departments to
keep the old laptops, which saves a significant amount of work
collecting the old units, also saving on return shipping costs. In
addition, DELJIS receives $250,000 a year for maintenance on
the systems from court assessed fees. These costs are recov-
ered by assessing a $1.00 fee on each adjudication of guilty,
delinquency, or responsible action for all crimes.

System operation ] Law enforcement officers access

DELJIS and the eWarrant form with a secure sockets layer
(SSL) account through the Internet using laptops, tablets, and
desktops. Upon logging into the system, officers enter the
suspect’s name and date of birth. The DELJIS system automat-
ically searches for the individual to find additional information
including criminal history and can access the state’s depart-
ment of motor vehicles records as well. Officers then complete
the remainder of the request using fillable fields on location of
incident, actions of the defendant, statements made, and other
facts supporting probable cause. A PDF document is produced,
which is then faxed to the on-call judge. The on-call judge
swears the officer in via video conference. After review and
approval, officers receive the signed PDF via fax. Judges use
their bar code as an electronic signature.

Each county has a contract with a phlebotomist who will

come directly to the station or the hospital to draw the blood.
It generally takes the phlebotomist between 20 minutes to 2
hours to arrive, with the average time being 30-45 minutes. If
the suspect has been transported to a hospital, hospital policy
will not allow for a forcible blood draw if there is no consent,
even if there is a warrant. The use of eWarrants in Delaware
requires a law enforcement officer, court staff, an on-call
magistrate, and a phlebotomist.

System success. The incorporation of eWarrants into the DEL-
JIS platform has made the process of obtaining a warrant in
DUI cases extremely efficient. DUl blood draw warrants receive
priority within the system, and the average turnaround time

is approximately 8 to 10 minutes. The longest time recorded
for the issuance of a warrant since the implementation of
eWarrants was 34 minutes.




DELJIS staff is responsible for maintaining the system and
making updates to it. One of the updates planned for late
2017-early 2018 is a change to login authentication. Delaware
is moving from one-factor identification, which is just a user

id and password with an SSL account, to a two-factor system,
which generates a number that changes every minute, in
conjunction with the user id, and password. Preliminary testing
indicates increased security with the two-factor identification
and enthusiasm among law enforcement. This process will
require officers to download an application to their phones or a
“token” to generate the number and will increase security.

TIP

Identify ways to enhance the existing system

—
As policies, protocols, and technology
evolves, it is important to determine
whether changes should be made to ensure
the system continues to meet practitioner
needs. Stakeholders are encouraged to
convene to proactively identify limitations

and potential system enhancements.

ELECTRONIC WARRANTS IN TEXAS

[ Jurisdiction profile ] Texas is the second largest state in the

United States. There are 266,597 square miles in Texas, and it
has a population of 27,862,596. Texas does not have a unified
court system; each of the 254 counties is responsible for their
own criminal justice and court systems, resulting in a patch-
work of practices, policies, and results. Several jurisdictions in
the state have worked to implement eWarrants. Two counties
in Texas - Montgomery County and Lubbock County - have
implemented eWarrants as a tool to enable the state’s No
Refusal program,’ after the practice was ruled unconstitutional
by the Texas Criminal Court of Appeals in 2014, because blood
was being drawn without a warrant. Both of these systems are
highlighted.
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[ System development and implementation | Montgomery

County, Texas, a growing county in the Houston metropolitan
area, responded to the Court’s ruling by developing an
automated system to request warrants electronically via the
Internet. The Montgomery County District Attorney worked
with Document Logistix, a document management company,
to create the application called Mynorefusal.com. The District
Attorney contacted Document Logistix with the idea of creating
a low-cost eWarrant and consulted with them to create
mynorefusal.com, which is now available at no charge to those
wishing to use it.

System operation ] Officers log into mynorefusal.com,

either by phone or laptop, and using a series of drop-down
menus and open text fields provide details about the alleged
offense, evidence, results of SFSTs, and other factors relevant
to establishing probable cause. The drop-down menus include
facts supporting probable cause (such as odor, facial appear-
ance, speech, attitude, balance, open container, etc.) and
checkboxes for the standardized field sobriety and horizontal
gaze nystagmus tests and results. The warrant is then signed
electronically (typed name followed by “/s”) or written by
hand on the computer screen if touch screen capability exists.
Appendix F contains two additional screen shots showing the
SFSTs entry, other factors, and the affiant screens.

NOT JUST FOR WARRANTS

|

An additional feature of the Mynorefusal application,
once the warrant is issued, includes system generation
of booking documents for the jail and for license
revocations.
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Texas No Refusal Search Warrant Affidavit
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Once signed, the system generates a PDF document which is
transmitted to a judge by email or fax. The judge receives an
email and a phone notification of the pending warrant for review.
The appellate court recently approved language on warrant
rejection which will be added into the system to allow the judge to
provide the reasons for rejection back to the officer electronically.

[ System success | With the implementation of mynorefusal.

com, law enforcement officers are now able to publicize and
operate the No Refusal Program. Since the eWarrant capability
has been developed, there has been a significant decrease in
the number of individuals who refuse breath or blood tests. In

addition, the District Attorney (DA) who developed mynorefusal.

com notes that defense attorneys now inform potential clients
about the ability of law enforcement to quickly obtain warrants
for blood draws and advise them to submit to breath testing
rather than face the warrant.

Implementation of mynorefusal.com has reduced refusals,
which in Montgomery County alone were estimated to be about
59% during periods in which the No Refusal Program was not
operating. In 2015, of the 25 DWI cases that went to trial, 20%
had BAC warrants, 40% voluntarily submitted to BAC tests,
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and the remainder involved refusals in which no sample was
obtained. In that year, the District Attorney’s Office had an 80%
conviction rate in DWI cases. During 2016, 42% of DWI cases that
went to trial had BAC warrants and 28% voluntarily submitted to
BAC tests. The 2016 conviction rate increased to 89%.

System development and implementation | Lubbock, a

city of about 242,000 in the northwestern part of the state, has

also developed a system to expedite warrants electronically.
The Lubbock electronic warrant system began in 2012 with

a trial period which lasted about 6 months. The Lubbock DA
developed a form law enforcement could access on their
laptops to generate a warrant. Initially, the officer visited the
judge to get the warrant signed, but as stakeholders became
more comfortable they began to introduce emailing the warrant
to judges. The Lubbock police department trained both officers
new to the procedure and judges on the electronic warrant
system. During the trial period, modifications, such as adding
the suspect’'s name in addition to the file number, were made.
Lubbock encountered no significant costs associated with
implementing electronic warrants other than the time the
officer spent learning the system.
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Some judges will swear the officer in over the phone if they

Mynorefusal_com Outcomes [2015.2016] are confident they recognize the voice of the officer. Once the

— judge receives a call, or email alert, that there is an affidavit

f i the jud tri itina PDFd t. After it
11% increase in DWI conviction rates between 2015 or review, the judge retrieves itin a ocumen ert

and 2016 is approved, the judge affixes his/her signature and includes

a printed name, date, and time. The approved warrant is then

529 increase in DWI cases with BAC tests results faxed or emailed back to the officer. In addition, the warrant

obtained with a search warrant may also be returned with an order for assistance for medical

personnel to conduct the blood draw, with or without consent.

30% decrease in the number of DWI cases that went [ System success ] On average, warrants in Lubbock County
to trial in which defendants refused to submit to blood are being processed within 5 to 10 minutes saving officers
tests and no sample was obtained valuable time. Following the successful implementation of

the Lubbock Police Department electronic system, other law
O enforcement agencies, including the Texas Department of
Public Safety, Texas State University, and the Texas Depart-
[ System operation ] Once an officer has made a stop and ment of Wildlife, expressed an interest in using the warrant

determines probable cause exists to request a blood draw war- process created by the Lubbock District Attorney.

rant, the officer will write an affidavit on a department issued

tablet. Initially, touch-screen laptops were used, now most N

officers have tablets. The affidavits are standard forms with )
drop-down menus, as well as text fields. The law enforcement Each of the preceding are examples of eWarrant systems that
. . . have improved the efficiency of the DUI arrest process and
officer must be sworn in by another officer, or by a notary.

produced promising outcomes in their respective jurisdic-

tions. These models range from comprehensive statewide
integrated systems to simple processes at the county level.
Agencies that are interested in establishing their own system
can adapt these models to fit their own individual needs and
are encouraged to select the approach is most feasible based
on existing infrastructure and resources. Expansion of these
systems to incorporate additional agencies or jurisdictions is
a goal to work towards.

1 In Minnesota, an .08 alcohol reading within two hours of driving ensures arrest and revocation of privileges.

2 Minnesota statue allows for the officer to choose either blood or urine to test.

3 When the system was originally implemented the log-in process was biometric, which has since been augmented with the assignment of user name and passwords. Officers and judges still have
the option of a fingerprint login, which many still use.

4 https://dps.mn.qov/divisions/bca/Pages/default.aspx

5 The use of open source code creates the opportunity for other jurisdictions to use the program and tailor it to their needs.

6 Utah R. Crim. P. Rule 40: “remotely communicated warrants” may be issued “when reasonable under the circumstances”; a request to the magistrate may be made by “voice, image, text, or any
combination of those, or by other means”; testimony is to be under oath and recorded, which may be “by writing or by mechanical, magnetic, electronic, photographic storage, or by other means”; the
magistrate may direct the applicant to sign the magistrate’s name, and the warrant and recorded testimony shall be retained and filed with the court.

7  https://www.azcourts.qgov/Portals/22/admorder/orders12/2012-15.pdf

8 Most Maricopa officers have been trained as phlebotomists and are able to conduct blood draws.

9 The No Refusal program was initiated in Harris County, Texas (which includes the city of Houston) by law enforcement and the District Attorney’s Office in response to the high rate of BAC test
refusals. At the time the program started, refusals were estimated to occur in 35 to 55% of DUI stops.
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Troubleshooting and Mitigating

Unintended Consequences

The implementation of new processes and systems inevitably
produces some challenges as well as unintended conse-
quences. Knowing what challenges may arise early in the
design and implementation stages can help offset long-term
impact as well as mitigate any unintended consequences.

TROUBLESHOOTING

Although it is impossible to predict every conceivable challenge
a jurisdiction may face when implementing an eWarrant sys-
tem, there are a number of common issues that jurisdictions

studied by JMI experienced. These include:
Outdated computer systems
Resistance to new technologies
Lack of consensus about the format of the eWarrant form

Outdated computer systems are perhaps the biggest obstacle
in creating eWarrant systems, either in terms of building onto
an existing platform or linking with other information systems
operated by allied stakeholders such as the courts, criminal
history repositories, or state driver licensing authorities. Many
criminal justice agencies, and courts in particular, operate on
legacy systems. These antiquated systems rely on old technol-
ogy, old programming and methods, and adding new features
or creating bridges to access data is almost impossible. This
was the situation Washington State faced as it was designing
and implementing its DUI packet - the court’s information
system was outdated and could not support additional forms,
reporting, or data exports to outside systems. Luckily, a
collaborative approach was used in the planning and design,
and, as a result, the issue was identified early in the process
and plans were put into place to request funding for a new
information system for the court. Although there will be delays
in making the connection, it will not slow the implementation of

eWarrants overall.
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Another common challenge is overcoming resistance to new
technologies. Frontline staff as well as supervisors in law
enforcement, prosecutors, and judges may be reluctant to try
new systems and technologies. Reasons for their reluctance
can vary from simple discomfort or unfamiliarity with new
hardware to poor experiences with new technologies that his-
torically have negatively impacted workload. Early engagement
of individuals who will use the system is imperative to identify
their expectations, needs, and concerns. This is the first step
in preparing for resistance and devising a strategy to manage
and/or overcome stakeholder apprehensions. Ongoing engage-
ment in pilot testing and evaluation as well as targeted training
is important. Minnesota, for example, spent a significant
amount of time upfront conducting one-on-one meetings with

frontline users to assess concerns prior to implementation.

The final challenge jurisdictions commonly face arises over dis-
agreements about format. The eWarrant itself is often the focus
of much attention and criticism by judges in many jurisdictions.
The old adage, “You can’t please all the people all of the time,”
is particularly relevant here. Building consensus among judges
about how the final form should be laid out on screen, what it
would look like in printed form, where signature boxes would be,
and so on has been a larger challenge than foreseen by many.
As with overcoming resistance, early involvement of judges in
the planning and development phases is important to identify
format concerns and work towards a reasonable solution that
would satisfy most. In Washington, the collaborative planning
team focused on the benefits of the systems approach as a way
to steer judges toward a common template.




There is one additional challenge that was not common to the
jurisdictions studied, but deserves attention, nevertheless. In
some states, like Georgia and Texas, part-time prosecutors
may have a separate private practice in which they may
represent defendants in DUI cases. This creates an issue with
regard to the eWarrant process if prosecutors have access to
search warrants. One potential solution is to create a policy
which limits access to eWarrants to only those cases in which
the individual is the lead prosecutor, or if the prosecutor’s
private practice is only able to take cases in jurisdictions
he/she does not prosecute in, access can be limited to the
prosecution jurisdiction.

UNINTENDED CONSEQUENCES

With eWarrant systems, unintended consequences range from
impacting drug recognition expert (DRE) evaluations, resulting
in a greater number of dismissals in drugged driving cases, to
creation of significant delays in blood test results. The lessons
learned in five jurisdictions studied by JMI, as well as informa-
tion provided by the expert working group, provide insight into
how to mitigate these unintended consequences.

Some jurisdictions have noted a decrease in DRE evaluations
which seems to coincide with the implementation of eWarrants.
With the implementation of eWarrant systems, law enforcement
officers have confidence they can obtain a chemical sample
from a suspect in an expeditious manner. As a result, there is
increased reliance on the blood alcohol concentration being
admitted as evidence in court. Similarly, the ease in acquiring

a blood draw can lead to a false sense that any drug use will
also be captured and admitted into evidence and it is no longer
necessary to rely on a DRE’s opinion. However, in instances
where drug or polysubstance impairment is suspected it is
imperative a DRE evaluation be performed if there is an officer
available. Overreliance on blood testing to make a case instead
of relying on extensive documentation of the signs and symp-
toms of impairment that are part of a DRE evaluation can result
in a weaker case. It is well-established that the presence of a
drug(s) within the body does not necessarily infer impairment
at the time of driving and in states that do not have per se
levels for these substances, the testimony of DREs is extremely
valuable in articulating if and how an individual is impaired.
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Further complicating this issue is the fact that in a number

of jurisdictions’” laboratories will not test blood for controlled
substances if the initial blood alcohol content result is at or
above .08. Unfortunately, many state labs are faced with testing
backlogs and opt to prioritize testing based on resource levels.
Additional analyses of samples in cases where a driver has an
alcohol concentration above the legal limit is often viewed as
an unnecessary use of lab and technician time/resources, if it
is unlikely to affect the charging decision and/or case outcome
(i.e., the individual can be prosecuted and convicted of DUI

so it is less important to identify whether they were simulta-
neously under the influence of drugs at the time of driving).
This practice results in the underrepresentation of drug and
polysubstance-impaired driving in these jurisdictions and, sub-
sequently, characteristics of the problem cannot be adequately
quantified. Moreover, it diminishes the possibility of mandatory

minimum sentencing in cases involving certain drugs.

Another drawback in this scenario is if DRE evaluations are
not performed, there may be no findings to support polysub-
stance-impaired driving even if an officer assumes a blood test
will provide sufficient evidence of drug use. The failure to admit
evidence of drug impairment misses an opportunity to provide
prosecutors and judges with valuable information that could
ultimately affect decision-making. Further, failure to identify
individuals who are polysubstance users has the potential to
lead to poor supervision and treatment outcomes. Ideally, all
underlying causes of offending will be identified, but this often
is not the case. The additional information contained within
DRE evaluations can help pinpoint those individuals who may
need services beyond alcohol education and treatment.

To address this problem of officers forgoing the DRE
evaluation, Utah has incorporated eWarrant training and

the continued need for DRE evaluations into its DRE school

to ensure not only officers, but also prosecutors and judges
continue to recognize the value and merit of the DRE evalua-
tion. In Virginia, to help ensure blood tests include alcohol and
other controlled substances, prosecutors now specifically ask
for the additional testing.




The impact on lab turnaround time is another unintended
consequence experienced by nearly all the jurisdictions stud-
ied, with return times increasing from as little as 2-3 weeks
to as much as 3-4 months or longer. Among the reasons for
the longer return times noted by the expert working group
were the increased volume of samples being submitted for
testing as well as the requirement of technicians to testify in
court, which reduces the amount of time they have available in
the lab. Travel time, and time out of the laboratory to provide
testimony, places a huge demand on lab resources, which can
affect the lab’s ability to conduct tests in a timely manner. To
reduce the burden on the laboratories, Utah as well as other
jurisdictions, have relied on the rules of criminal procedure,
which allow for video testimony from experts. Wyoming allows
this too, however, if the defendant exercises his/her right to
confrontation, the expert must appear in-person at trial. Texas
has addressed this by creating a waiver to file the affidavit

in trial; if the defendant does not object within 3 weeks of

the trial date, the video testimony is admissible. The Texas
appellate court upheld that this video testimony is admissible,
holding that defendants’ rights to confrontation were not
violated by the process
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As noted earlier, engagement of labs in the planning process
can help identify what the potential delays in processing times
might be and offer insight into how to reduce this burden

by exploring different lab models. Changes in how tests are
handled provides another option for reducing the impact on
timeliness of test results. Virginia, for example, does batch
testing. Several jurisdictions, such as Illinois and Florida, noted
that the use of private labs can help alleviate the burden. In
Illinois, police departments share the $65,000 per year cost for
contracting with private labs. Naples, Florida also contracts
with a private lab, and if the defendant is found guilty, part of
the sentence is a fee to allow for cost recovery. Under Chapter
59.06(d-2) of the Texas Code of Criminal Procedure, law
enforcement can use forfeiture funds to pay for a private crime
lab to analyze blood tests.

Wihile it is not possible to foresee every potential challenge

that will arise post-implementation, proper preparation

and planning can minimize problems. The involvement of a
diverse range of stakeholders at this phase is key to obtain a
multitude of perspectives on how the eWarrant system could
potentially affect decision-making and the ability of practi-
tioners to perform their jobs. It is also recommended that
those in charge of system development and implementation
consult with outside agencies who have previously navigated
this process. The lessons learned from other jurisdictions’
experiences could prove quite valuable.
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Best Practices and Lessons Learned

Each of the jurisdictions studied by JMI, as well as those
represented by the expert working group members, are prime
examples of effective approaches to the implementation of
eWarrants and eWarrant systems. To the extent a jurisdiction
has the technological capacity and resources available, a
fully-integrated system is recommended - one that supports
both the preparation and transmission of the warrant, return of
service, and links to criminal history and state drivers’ licens-
ing agencies. Regardless of whether a jurisdiction opts for
implementing such a system or simply automates the warrant,
there are a number of lessons learned that can be applied.

Based on the experiences of these jurisdictions and the
characteristics of the systems ultimately developed, there are
several key practices that are considered “best practice” and
are recommended for any jurisdiction planning to implement
or refine an existing eWarrant or eWarrant system. In the
planning and design phase, the best practices are largely
process-oriented. Individuals involved in the development of
the most effective eWarrant systems shared the following
strategies that ultimately laid the foundation for successful

implementation:

Agency leadership - identify the agency that will take

the lead in the development and implementation of the
eWarrant system. This agency will assume responsibility
for coordinating efforts, convening stakeholders, and
maintaining communication throughout the process. In
this role, the agency should anticipate potential challenges
and manage change, expectations, and any resistance.

Early and consistent stakeholder engagement - identify
and convene the right people as early in the process as
possible. Stakeholders should not be limited to those in
the lead agency or law enforcement; instead, input should
be sought from a diverse range of individuals representing
various facets of the DUl system. By being inclusive and
engaging with traditional and non-traditional partners
during the planning phase, agencies can better identify
resources and challenges that will need to be overcome.
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These individuals can also help identify and plan for any
unintended consequences that implementation may

cause. Communication with stakeholders should continue
throughout the planning, development, and implementation
phases to elicit feedback and obtain buy-in.

Identification of system needs - determine what the new
system will look like and how it will improve upon existing
practice to guide system development. To accomplish this
task, the lead agency should clearly state the problem to
be solved and develop a series of goals and objectives. A
high-level approach to preparation will allow the agency to
make decisions based on thorough information-gathering.

Identification of funding sources - develop a high-

level estimate of costs for system development and
implementation and include contingencies in the budget.
If the system is to be used by multiple agencies, there may
be shared costs and opportunities to reduce the financial
burden on the lead agency. Various funding sources should
be explored (e.g., state or grant funding, fees for cost
recovery, and other creative solutions) to determine their
viability.

Input from frontline users - engage with individuals who
will be using the system on a consistent basis to obtain
their feedback on whether their needs and expectations
will be met. While stakeholder perspectives should
guide the planning and development phases, it is vitally
important to also consider the views of those on the
frontlines. In order for the technology to be accepted,

it should be user-friendly and efficient for officers and
judges. By including them in the process, additional
challenges that may not have been considered can be
identified and resistance to change can be overcome.

Pilot testing - start small when rolling out any eWarrant
system and pilot the technology with a single agency.
This initial testing period provides an opportunity to build
support for the new process/system and to address any
user or technology issues before they create frustration.
By pilot testing the system, agencies will also gain insight
into training that will be needed to allow for expansion.




Consistent training - develop comprehensive and
consistent training to prepare users to seamlessly navigate
the eWarrant system. There are multiple approaches to
training that are commonly used including self-guided
training; in-person training modules at law enforcement
academies and DRE schools; presentations/workshops at
statewide law enforcement and judicial conferences; and
online help resources. Jurisdictions are encouraged to use
the approach that will be best received among the target
audience and to update content as necessary.

Use of device agnostic technology - ensure that the
technology chosen allows the user to access the eWarrant
on different types of systems (e.g., Windows, Mac, Apple
i0S, Android) and hardware (e.g., smartphone, tablet,
laptop, or desktop computer]; this also creates flexibility
for adapting to new technologies as they emerge.

Another important lesson learned is that the creation of an
eWarrant system should strive to streamline the entire warrant
process - from preparation to approval to return of service.
Many of the experts noted that inability to create an electronic
process for the officer to swear to the facts, can limit the
effectiveness and timeliness of the eWarrant processing. Those
jurisdictions that were able to incorporate electronic oaths,
using penalty of perjury statements or some other electronic
means of swearing to the fact, experienced faster processing
times than those in which in-person oaths were required.
Jurisdictions should examine the feasibility of electronic oaths
during the planning process as the ability to incorporate this
into an eWarrant system may require legislative change.

Despite solid planning, implementation, and training, the
process for legally obtaining blood tests in DUI cases is not
infallible. One recent case, discussed in the sidebar, demon-
strates the importance of officer oversight and system reviews,
metrics that allow supervisors and administrators to track that
appropriate procedures are followed, and continuous training/
re-training of officers to ensure they have a clear understand-
ing of operations, policies, procedures, and applicable law. In
Utah, the state legislators went as far as introducing a bill that
makes it clear that blood draws are only permitted with the
person’s consent, a warrant, or an explicit judicially recognized
exception to a warrant. The bill will be considered by the full
legislature in 2018.
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IMPORTANCE OF CONSISTENCY & SUPERVISION

A recent case in Salt Lake City, Utah demonstrates the
importance of consistency and supervision.

In July 2017, a crash victim was brought unconscious into
the hospital, where the officer asked the nurse to collect
a blood sample from the crash victim. The nurse refused,
noting the victim was not under arrest and citing both
hospital policy and Utah law recommending a warrant
for a blood draw. The officer insisted he had implied
consent to obtain the sample and arrested the nurse.

An internal review of the incident found that although the
officer’s intentions may have been just, he failed to use
the training and tools provided that allow him to obtain
BAC tests without violating policy or violating suspects’
Constitutional rights. As a result of this incident, the Salt
Lake Police Department has updated their blood draw
policy to be consistent with hospital policy and re-trained
officers on the updated policy and protocols.

Once designed, there are several key policies and operational
practices that have demonstrated significant positive results in
DUI enforcement and adjudication. These include the following:

Checkboxes or prompts to ensure completeness and
accuracy of information being submitted.

Incorporation of pre-populated information for such items as:

Hero statement, that is prepared by the user when
he/she sets up an account, and will automatically
add the user’s qualifications and training.

Driver’s information, which allows an officer to
initiate a search based on name and date of birth to
confirm the identity of the suspect and auto-populate
the demographic fields (address and driver’s license
information).
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Inclusion of open text fields to allow officers to add a Lastly, ongoing review and updates to eWarrant systems is
narrative or observations as necessary. a practice that practitioners agree is of vital importance. As

Automated judicial assignment based on the location the highlighted in Section é, assessment is needed to ensure that

warrant is being requested (alternatively, several jurisdictions
use a pull-down menu that shows available judges).

intended goals are being met and to identify areas for improve-
ment. By capturing system analytics and tracking change over
time, the benefits of the system can be quantified.

Addition of a penalty of perjury statement on the warrant

to allow for statements to be sworn in electronically or

digitally as opposed to in-person.

Inclusion of a pull-down menu of reasons for rejection
if the warrant is denied, along with the option for text

input, which not only allows the officer to see the reason 0ngOing review and UpdateS to
for denial and potentially correct it, but also serves as a : :
source of data for additional training if common mistakes ewarrant SyStemS IS a praCtlce
are being made by officers. that practitioners agree is of
Real-time tracking and data analytics that allow officers vital im porta nce.

and judges to see the warrant status and allow system
administrators to run reports on system use and
outcomes.
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Conclusion

Although the process for designing and implementing eWarrants can be time-con-
suming and seemingly complex, the bottom line is that whatever system is adopted,
it should be user-friendly and make the DUl arrest process more efficient. By
following the steps outlined in this report, agencies can replicate the success expe-
rienced in other jurisdictions and learn from the challenges they faced. Through
proper planning, stakeholder engagement, pilot testing, and training agencies can
implement and expand eWarrant systems.

The demonstrable benefits of eWarrant systems including, reduced burden on law
enforcement, faster DUl arrest processing, fewer errors and omissions resulting in
denied requests for warrants, availability of more BAC test results, greater like-
lihood of conviction, better information for assessing offenders, and an enhanced
deterrent effect on hardcore drunk drivers as well as the public at large, reveal that
a well-thought out eWarrant system is of significant importance in the fight against
impaired driving. By automating the warrant process, we give law enforcement
officers a streamlined tool for pursuing justice and ensuring that individuals who
drive impaired are held accountable.

By automating the
warrant process, we give
law enforcement officers
a streamlined tool for
pursuing justice and
ensuring that individuals
who drive impaired are
held accountable.
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NATIONAL DISTRICT ATTORNEYS ASSOCIATION NATIONAL TRAFFIC LAW CENTER
Telephone, Video, and Electronic Search Warrants

States where search warrants may be issued on the basis of telephonic, video or electronic affidavits:

RULE/STATUTE AND OPERATIVE LANGUAGE

Ala. R. Crim. P. Rule 3.8: “If circumstances make it reasonable to dispense...with a written affidavit” a warrant may
be issued “based upon sworn testimony communicated by telephone or other appropriate means, including facsimile
transmission”; requesting person prepares a duplicate document and reads it to the magistrate, who creates “the
original warrant”; the applicant is directed to sign the magistrate’'s name to the duplicate; magistrate is to place caller
under oath and If recording device is available, record the exchange; otherwise make written record; also, the magis-

trate may direct that the proposed warrant be modified

Alaska Stat. § 12.35.010: warrant “may issue upon the sworn oral testimony...communicated by telephone or other

appropriate means, or sworn affidavit submitted by facsimile”

Alaska Stat. § 12.35.015: applicants to be placed under oath and a voice recording device to be used; duplicate warrant
to be prepared if facsimile cannot be transmitted; applicant to sign the judicial officer's name on the warrant and judi-
cial officer signs the original warrant; also, the magistrate may direct that the duplicate original warrant be modified

A.R.S. §13-3914: “In lieu of, or in addition to, a written affidavit...the magistrate may take an oral statement under oath
which shall be recorded...(and which)...may be given in person to the magistrate or by telephone, radio, or other means

of electronic communication

A.R.S. §13-3915: if the applicant for the warrant “is not in the actual physical presence of the magistrate” the applicant
may be authorized to sign the magistrate’s name to a “duplicate original warrant”; the magistrate signs the original
warrant and files both when the duplicate is returned; the magistrate’s signature may also be affixed on “a telefacsimile

of an original warrant”

A.C.A. §16-82-201: “If the circumstances make it reasonable to dispense with a written affidavit” a warrant may be
issued based upon “sworn oral testimony communicated by telephone or other appropriate means”; applicant to
prepare duplicate warrant and to be directed to sign the judicial officer’s name ; applicant to be placed under oath and
recording to be made if device is available; if longhand verbatim record is made, the judicial officer is to file a signed

copy; also, the judicial officer may direct that the warrant be modified

Ark.R.Crim.P. Rule 13.1: application and affidavit may be submitted facsimile “or by other electronic means”; if oral
testimony, judicial officer to place applicant under oath and “recorded testimony” may be received; judicial officer signs

warrant and then transmits by facsimile or other electronic means
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CA Cal Pen Code §1526: if the oath is made “using telephone and facsimile transmission equipment, telephone and
email, or telephone and computer server” the affiant transmits the affidavit and proposed warrant to the magistrate,
who confirms receipt, verifies that all pages are received and that affiant’s signature (which may be original, digital, or
electronic] is genuine; magistrate notes that a telephone oath was administered, signs the warrant and transmits it;

this is now deemed the “original” warrant

co C.R.S. 16-1-106: written applications and affidavits and warrants may be submitted and issued “by an electronically or
electromagnetically transmitted facsimile or by an electronic transfer that may include an electronic signature”; these
documents are to be treated as original documents

Colo.Crim.P. 41: warrants, signed affidavits and accompanying documents “may be transmitted by electronic facsimile
transmission (fax) or by electronic transfer with electronic signatures” and judges may treat these documents as
originals; a warrant affidavit “may be sworn to or affirmed” by oath administered over the telephone

DC D.C. Code §23-522: “Each application for a search warrant shall be made in writing, or by telephone or other appropri-
ate means, including facsimile transmissions or other electronic communications, upon oath or affirmation to a judicial

officer”

D.C. SCR-Crim. Rule 4.1: “A judge may consider information communicated by telephone or other reliable electronic
means” if the applicant/affiant is placed under oath and examined, a record is created, and original and duplicate
documents are prepared; if documents are transmitted to the judge “by reliable electronic means, the transmission
received by the judge may serve as the original”; also, the judge may modify the warrant and if so, transmit the modified
version to the applicant or direct the applicant to modify the “proposed original warrant” and file the modified original
warrant as modified by the judge

FL Fla. Stat. §933.07: A judge may electronically sign a search warrant if satisfied that probable cause exists and the
judge determines that the affiant’s signature or electronic signature is present, that the application is supported by
oath administered “by the judge or other person authorized by law to administer oaths” and that if the documents were
submitted electronically, the submission was “by reliable electronic means”; the warrant is deemed issued when the
judge’s signature or electronic signature is affixed

GA 0.C.G.A. §17-5-21.1: Search warrants may be issued “by video conference” provided that when a judge issues such
a warrant, the judge is physically located in the state; the judge shall administer an oath to any person testifying; a
video recording shall be submitted and maintained as part of the record, and the judge and the affiant shall sign their
respective documents “by any reasonable means” by which they can be identified, including but not limited to a “type-
written name, signature affixed by electronic stylus, or any other reasonable means”

HI Haw. R. Penal P. Rule 41: “[a] warrant shall issue only on an affidavit or affidavits sworn to before the judge...”;
however, “a sworn oral statement, in person or by telephone, may be received”, recorded and transcribed, and in such
cases, this statement is deemed to be an affidavit; a judge may orally authorize an officer to place the judge’s “signa-
ture” on a duplicate original warrant, “which shall be deemed to be a valid search warrant...”
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ID Idaho Code §19-4404: in lieu of a written affidavit, a judge may administer oaths by telephone and take testimony by
telephone; oral testimony “as recorded” must be filed with the clerk

Idaho Code §19-4406: if the affidavit is “related to the court telephonically” the officer may be authorized to sign the
magistrate’s name on a “duplicate original warrant” which must then be returned to the magistrate, who then “shall

endorse his name and enter the date on the warrant when it is returned to him”

Idaho Code §19-4408: service may be made “in person, by mail or facsimile transmission, or by electronic mail. Unless
an investigation necessitates otherwise, the officer should attempt notification on the person whom it is served prior to

electronic mail service”

I.C.R. 41: court rule providing for receipt of information “communicated by telephone or other reliable electronic
means” and for sending a copy of a warrant electronically to an officer for service of the warrant

IL 725 ILCS 5/108-4: a warrant upon written complaint may be issued “electronically or electromagnetically by use of
electronic mail or a facsimile transmission machine”; in terrorism or terrorism-related cases, a warrant upon oral
testimony may be used, when circumstances make it reasonable to dispense with a written affidavit; in other cases,

a warrant may be issued “upon testimony by simultaneous video and audio transmission”; if possible, the requestor
should submit material to the judge by facsimile, email, “or other reliable electronic means”; if that is or if imprac-
ticable, the requestor is to read a proposed warrant to the judge who then makes a verbatim copy; the oath and all
testimony to be recorded; these warrants are warrants of the issuing judge and not of the court, so no court seal need
be placed on the warrant; also, the judge may direct that the warrant be modified

IN Burns Ind. Code Ann. §35-33-5-8: a judge may issue a search warrant without an affidavit if the judge receives
testimony subject to the penalties for perjury of the same facts required for an affidavit “in a nonadversarial, recorded
hearing before the judge; orally by telephone or radio; in writing by facsimile transmission (FAX]; or in writing by
electronic mail or other electronic communication”; statute provides special rules for each of the alternatives and
provides that electronic signatures may be used for the affiant or the judge; also, the judge may direct the applicant to
modify the warrant or may modify a transmitted warrant and transmit that modified warrant to the applicant

1A lowa Code §321J.10: telephone warrants may be used after a refusal to test in a DUl case in which the DUl caused
death or serious injury; procedure includes placing the caller under oath, the magistrate preparing a verbatim copy, use
of a duplicate warrant for service and “if a recording device is available” recording the call and ultimately transcribing it

lowa Code §462A.14D: telephone warrants after a refusal to test in a boating while intoxicated case causing death or
serious injury; procedure similar to DUl warrants (in both this statute and the DUI statute, the magistrate may direct
that the warrant be modified)

lowa Code Chapter 808: legislative changes effective July 1, 2017 permit electronic submission of search warrant doc-
uments, telephone testimony, and electronic issuance of search warrants; the judicial branch to establish “processes

and procedures” for implementation

KS K.S.A. §22-2502: warrants may issue on oral or written statements “conveyed or received by electronic communica-
tion” oral statements are to be “reduced to writing as soon thereafter as possible”

K.S.A. §22-2504: “warrants may be transmitted by electronic communication”
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KY KRS §455.170: “The Supreme Court of Kentucky may, by rule, authorize a process allowing a search warrant to be
applied for and issued electronically...”

LA La. C.Cr.P. Art 162: an affidavit containing the electronic signature of the applicant will suffice “provided that such
signature is made under penalty of perjury...”

La. C.Cr.P. Art 162.1: sworn oral testimony may be communicated “by telephone, radio, or such other electronic
method of communication deemed appropriate by the judge”; a recording shall be made and then “transcribed and
fixed in the record within seven days”; there is also a provision for testimony by facsimile “after the administration of the

oath by the judge by telephone, radio, or other such electronic method...”

ME 15 M.R.S. §55: “The Supreme Judicial Court shall by rule provide the procedure of the application for and issuance of

search warrants.”

Me. R. U. Crim. P. Rule 41C: a request for a search warrant made from outside the presence of the court “must be in
the form of a written affidavit transmitted by reliable electronic means”; the applicant, “by telephone or other electronic
means” must attest to its contents; the court may hear evidence under oath or affirmation “by telephone or other
reliable means” and have that taken down by court reporter or recorded; a proposed search warrant transmitted to the
court may serve as the original; if signed the court transmits the warrant “by electronic means” to the applicant, and

a copy of the warrant shall be promptly filed; also, the court may modify the proposed search warrant, and the issued
warrant shall be filed

MD Md. CRIMINAL PROCEDURE Code Ann. §1-203: application is to be in writing and may be submitted “by secure fax”
or “by secure electronic mail” if complete and printable images of all documents are submitted; the applicant may
converse with the judge in person, or via telephone or video; the judge may sign and transmit the warrant and support-
ing documents by secure fax or by secure electronic mail

Md. Rule 4-601: applicant may transmit application, affidavit, and proposed warrant in person or “by secure facsimile”
or “by secure and reliable electronic mail that permits the judge to print the complete text of the documents”; the
warrant may be issued electronically

Mi MCLS §780.651: affidavit “may be made by any electronic or electromagnetic means of communication, including by
facsimile or over a computer network” if the judge orally administers an oath or affirmation to the applicant, and the
applicant signs the affidavit (the signature may be on the affidavit before it is transmitted by facsimile, or an electronic
signature on the affidavit “transmitted over a computer network])”; warrant may be issued by facsimile or by any
electronic or electromagnetic means of communication, and judge may sign an electronically issued warrant from any
location in the state; an oath or affirmation administered by electronic means “is considered to be administered before
the judge”; the transmitted copies of documents are “duplicate originals” not required to have an impression made by

an impression seal

MCLS §780.651: statute addresses the validity of an oath or affirmation “administered by electronic or electromagnetic
means of communication”
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MN Minn. R. Crim. P. 33.05: warrants and other documents may be sent via electronic submission and such documents are
“valid and enforceable”

Minn. R. Crim. P. 36.01-36.08: request for search warrant may be made , in whole or in part, on sworn oral testimony
“via telephone, radio, or other similar means of communication” and “written submissions may be presented by
facsimile or electronic transmission, or by other appropriate means”; the officer prepares a duplicate original warrant
and reads it to the judge, who records, verbatim, what has been read (unless the judge permits the document to be
transmitted to the judge); the proceeding must be recorded by the judge or, if the judge permits, by the officer request-
ing the warrant (who then must submit the recording to the judge as soon as practicall; the judge may sign the warrant
and transmit it to the officer or may direct that the officer sign the judge’s name to the duplicate warrant; all documents
(including transcripts or a longhand verbatim record) to be filed; also, the judge may direct modifications, “which must
be included on the original and any duplicate original warrant”

Minn. R. Crim. P. 37.01-37.02: search warrant applications must be supported by written affidavit, sworn to under oath
or by written statement signed under penalty of perjury; if a judge administers an oath via telephone, radio, or similar
means of communication and the applicant does no more than attest to the contents of a signed statement that was
transmitted electronically, a verbatim recording of the oath is not required

MO §542.276 R.S.Mo.: application for search warrant “may be submitted by facsimile or other electronic means”

MT 46-5-222, MCA: when an applicant seeks a search warrant by telephone, the applicant must “state reasons to justify
immediate issuance”; the judge may administer an oath or affirmation by telephone, and the testimony must be
subscribed the applicant and “attached to or logically associated with” the applicant’s electronic signature; a recording
must be made by either the judge or the officer, and in either case, it must be transcribed verbatim as soon as possible;
if the warrant is approved over the phone, the officer shall sign the warrant in the officer’s name and in the name of the
judge, and if the judge signs the warrant by electronic signature, the peace officer must initial the judge’s signature and
the officer’s signature “to indicate that the signatures were made electronically in accordance with this section”

NE R.R.S. Neb. §29-814.01 an affidavit “may be submitted to the magistrate or judge in person or by facsimile or other
electronic means and the warrant may be issued to the affiant in person or by facsimile or other electronic means”; if
an officer wishes to request a warrant by telephone, the officer first contacts “the county attorney or a deputy county
attorney...for purposes of explaining why a search warrant is to be issued pursuant to a telephonic statement”; if the
prosecutor is satisfied that a warrant is justified and that circumstances justify its immediate issuance, the prosecutor
is to contact the magistrate, provide the magistrate with a number where the officer may be reached, and then the
magistrate “shall call the officer at the number provided and shall place the officer under oath and take his or her
statement”; the magistrate must record the statement and a certified transcription is to be filed

R.R.S. Neb. §29-814.05: officer to complete a duplicate warrant and sign the judge’s name and the officer’s name to
the warrant; the judge to complete and sign the original warrant and when the duplicate is returned, the judge is to
sign the duplicate and both the duplicate and the original are then to be filed; if the judge fails to sign the duplicate, the
warrant “shall be invalid”

Neb. Ct. R. §6-612 fax transmission authorized for warrants, and “a faxed document shall have the same force and
effect as the original document issued by a court”
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NV Nev. Rev. Stat. Ann. §179.045: “Secure electronic transmission may be used for the submission of an application and
affidavit...and for the issuance of a search warrant by a magistrate”; “secure electronic transmission” is one by which
only the intended recipient receives the information, the identity of the sender can be authenticated, and the information
received is identical to the information that was sent

NH RSA 595-A:4-a: “The personal appearance and authorization for a search warrant under ...(the search warrant statute,
RSA 595-A:4])...may be by means of telecommunication or electronic communication, and electronic signature...”

NJ N.J. Court Rules, R. 3:5-3: a Superior Court judge may issue a search warrant upon sworn oral testimony commu-
nicated by telephone, radio “or other means of electronic communication”; testimony shall be recorded or judge is to
make longhand notes; the sworn testimony is deemed an affidavit, and if the judge is satisfied that “exigent circum-
stances exist to excuse the failure to obtain a written warrant”” and sufficient grounds have been shown, the judge
issuing the warrant directs the applicant to “enter this authorization verbatim on a form...designated as the duplicate
original search warrant”; the judge also contemporaneously records the factual determination as to the exigent
circumstances which justified the use of this procedure

NM 5-211 NMRA: a request for a warrant may be made “by transmission of the affidavit and proposed search warrant...to
the judge by telephone, facsimile, electronic mail, or other reliable electronic means”; judge may require appearance
“personally, telephonically, or by audio-video transmission”; if the judge administers an oath “remotely” the means
used must be designed to ensure that the judge confirms the identity of anyone testifying; the warrant “shall be
transmitted by reliable electronic means” and the judge is to file a duplicate original with the court; signatures may
be by original signature, by copy of an original signature, by a computer generated signature or “any other signature
otherwise authorized by law”

NY NY CLS CPL §690.35: application may be in writing or oral

NY CLS CPL §690.36: oral applications may be by telephone, radio or other means of electronic communication;
applicant must be identified and sworn, and other persons may testify if properly identified and sworn; oaths to be
recorded by recording device, stenographer, or by longhand notes and transcription filed within 24 hours of issuance

NY CLS CPL §690.40: applicant to prepare warrant and read it, verbatim, to the judge

NY CLS CPL §690.45: warrants obtained on oral application must include the name of the issuing judge but not the
judge’s “subscription”

NC N.C.Gen.Stat. §15A-245: written affidavit or “oral testimony under oath or affirmation presented by a sworn law
enforcement officer...by means of an audio and video transmission in which both parties can see and hear each other”
may support a warrant; to be considered, oral testimony must be “either recorded or contemporaneously summarized
in the record or on the face of the warrant by the issuing official”
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ND N.D.R. Crim. P. Rule 4.1: the magistrate may consider information communicated by telephone or other reliable
electronic means; testifying persons must be placed under oath; the magistrate must record the testimony by a
recording device, a court reporter, or in writing, and must certify and file the written record and exhibits; if the magis-
trate relies upon a sworn written affidavit, “the magistrate must acknowledge the attestation in writing on the affidavit”;
the applicant must prepare a proposed duplicate and read its contents verbatim to the magistrate, who must enter the
contents onto the original warrant; if the contents were transmitted “by reliable electronic means, the transmission
received by the magistrate may serve as the original”; the magistrate must sign the original and transmit it, or direct
the applicant to sign the magistrate’s name and enter the date and time on the duplicate original; also, the magistrate
may modify the warrant and then transmit the modified version to the applicant or file the original modified version and
direct the applicant to “modify the proposed duplicate original accordingly”

OH Ohio Crim. R. 41: if a search warrant affidavit “is provided by reliable electronic means, the applicant communicating
the affidavit shall be placed under oath and shall swear or affirm the affidavit communicated”; if probable cause exists,
“the warrant may be issued through reliable electronic means”

0K 22 OkL.St. §1223.1: a magistrate may take an oral statement under oath “which shall at that time be recorded electron-
ically and thereafter transcribed by an official court reporter” which then is deemed to be an affidavit and which is to be

kept with the official records

22 OkL.St. §1225: an affidavit, proposed search warrant, or both “may be communicated to the magistrate by telephone
or by electronic mail or any similar electronic communication which delivers a complete printable image of the warrant
or affidavit”; the affiant is to recite the information establishing probable cause, recite the proposed warrant, and
obtain the magistrate’s permission to place the magistrate’s name on the warrant; the magistrate’s oral recorded
authorization to print the name “shall constitute issuance of the search warrant”; if electronic mail or other electronic
communication is used, the affidavit may be sworn to by telephone and the magistrate may physically sign a printed
copy and transmit it back to the affiant or return a copy of the document (as received or as modified by the magistrate)
to the affiant; the magistrate may modify the warrant, “provided a copy of the modified document is included with the

return electronic communication to the affiant”

OR ORS §133.545: instead of a written application, a judge make take an oral statement under oath, which shall be
recorded and “the recording shall constitute an affidavit for the purposes of this section”; a written application may be a
proposed warrant and affidavit sent to the court by facsimile transmission “or any similar electronic transmission that
delivers a complete printable image of the signed affidavit and proposed warrant”; the affidavit may have a notarized
acknowledgment or the affiant may swear to the affidavit by telephone; if an oath is sworn telephonically, the judge
“must execute a declaration that recites the manner and time of the oath’s administration” which must be filed with
the return; a signed warrant may be delivered to the person making the application by facsimile or similar electronic
transmission; the original warrant is to be filed by the judge and the original affidavit is to be filed by the person making
the application

PA Pa. R. Crim. P. 203: the “issuing authority” may use “advanced communication technology”; if such technology is to be
used, the affiant must personally communicate with the issuing authority by any device “which, at a minimum, allows
for simultaneous audio-visual communication” to permit verification of identity and oral administration of an oath;
when a warrant is issued, “the issuing authority shall provide the original search warrant to the affiant and the issuing

authority shall retain a contemporaneously prepared copy”
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Order of the Chief Justice of the Supreme Court of South Carolina (July 26, 2001): Facsimile warrants permitted in
extraordinary circumstances or after normal court hours; officer to “fully prepare the search warrant and all related
affidavits”; officer then to call the appropriate magistrate, brief the magistrate on the need for the warrant, sign all of
the pages of the warrant, and then fax the warrant to the magistrate. If the magistrate is satisfied with the warrant, the
magistrate will call the officer and telephonically swear the officer to the facts contained in the warrant; the magistrate
will then sign each page of the warrant and fax it back to the officer. The magistrate must confirm the identity of the
officer by either voice identification, by contacting the dispatcher of the officer’s department for confirmation of the
officer’s identity and confirmation that the officer is on duty and that the dispatcher or the officer’s supervisor is aware
of the warrant request, or through use of a pager confirmation system

S.D. Codified Laws §23A-35-4.2: magistrate may receive an affidavit by electronic transmission and may issue a
warrant by the same method; all applicable requirements for the issuance of a warrant shall be met, and the electronic
document shall have the same force and effect as the original

S.D. Codified Laws §23A-35-5 (Rule 41(c)(2)): when circumstances make it reasonable, a search warrant may be
issued upon sworn oral testimony communicated by telephone “or other appropriate means” which shall be recorded,
transcribed, certified by the magistrate and filed with the court and which “shall be deemed to be an affidavit”

S.D. Codified Laws §23A-35-6 (Rule 41(c)(2)(A)): the applicant for a warrant must read verbatim the contents of the
warrant and if approved, the magistrate shall direct the applicant to sign the magistrate’'s name on the warrant; this
is a duplicate original warrant “and is a warrant for purposes of this chapter”; the magistrate may direct that specific
modifications be made, and in cases where the magistrate directs the applicant to sign the magistrate’s name, “the
magistrate will have an original warrant made”

Tenn. R. Crim. P. Rule 41: a magistrate may issue a warrant based on information communicated by telephone or other
reliable electronic means; the proposed warrant, the affidavit and supporting documents may be transmitted by facsim-
ile transmission or by electronic transfer to the magistrate; the warrant affidavit shall be sworn to using audio-visual
means; the documents received by the magistrate shall be deemed originals and filed with the clerk of court and the
magistrate shall issue a copy of the warrant, with electronic signatures, to the affiant; “this section does not alter the
requirement that the affidavit be submitted to the magistrate in writing regardless of the means of transmission”

Tex. Code Crim. Proc. Art. 18.01: a magistrate may consider information communicated “by telephone or other
reliable electronic means”; a person providing testimony must be placed under oath; if an affidavit is submitted by
reliable electronic means, “the magistrate must acknowledge the attestation in writing on the affidavit; if additional
testimony is considered, the testimony must be recorded verbatim by recording, by court reporter, or by writing, this
must then be transcribed, and all documents are to be certified as accurate and preserved; the applicant must prepare
a duplicate original warrant, and read the contents verbatim or transmit the contents; the magistrate may modify the
submitted warrant and if so, may transmit a modified warrant or direct the applicant to modify the duplicate warrant;
the magistrate must sign the original documents and transmit them to the applicant, or direct the applicant to sign the
magistrate’s name on the duplicate original

Utah R. Crim. P. Rule 40: “remotely communicated warrants” may be issued “when reasonable under the circum-
stances”; a request to the magistrate may be made by “voice, image, text, or any combination of those, or by other
means”; testimony is to be under oath and recorded, which may be “by writing or by mechanical, magnetic, electronic,
photographic storage, or by other means”; the magistrate may direct the applicant to sign the magistrate’'s name, and
the warrant and recorded testimony shall be retained and filed with the court
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vT V.R.Crim.P. Rule 41: a warrant may be issued based on information “communicated by reliable electronic means”
(which includes facsimile, electronic mail or “other method of transmitting a duplicate of an original document”); the
applicant notifies a judicial officer that a signed or unsigned affidavit will be transmitted; an oath is to be administered
over the telephone and noted on the affidavit; “the determination of probable cause ...shall be made solely on the
contents of the affidavit or affidavits provided”; the applicant prepares and submits an original warrant and the judicial
officer may sign (or modify and then sign] the warrant, and return a copy to the applicant; the judicial officer then enters
the signed original (or modified) warrant into the record

VA Va.Code Ann. §19.2-54: the affidavit “may be filed by electronically transmitted (i) facsimile process or [ii) electronic
record”; the affidavit is to be certified by the officer who issues the warrant and transmitted or delivered to the clerk;
“affidavit'...means statements made under oath or affirmation and preserved verbatim”

WA Rev.Code Wash. (ARCW) §10.79.035: search warrant applications “may be provided or transmitted to the magistrate by
telephone, email, or any other reliable method”

Wash. CRR 2.3: evidence in support of the warrant must be in the form of affidavits, “or sworn testimony establishing
the grounds...and may be provided to the court by any reliable means. Any sworn testimony must be recorded and
made part of the court record and shall be transcribed if requested”; the court “shall issue a warrant or direct an
individual whom it authorizes for such purpose to affix the court’s signature...the court’s authorization may be commu-
nicated by any reliable means”

Wi Wis.Stat. §968.12: search warrant may be based upon sworn testimony “communicated to the judge by telephone,
radio, or other means of electronic communication”; requester prepares a duplicate original warrant and reads it,
verbatim, to the judge, who enters what is read on the original warrant; when issuing the warrant, the judge directs
the person requesting the warrant to sign the judge’s name on the duplicate original warrant and the judge signs the
original warrant; the requester may send a proposed warrant by electronic transmission and the judge may sign that
document and transmit that signed warrant to the requester; a caller will be placed under oath and any necessary
testimony will be under oath, recorded, and ultimately transcribed and filed with the court; also, the judge may direct
that the warrant be modified

wYy Wyo.Stat. §31-6-102: if a DUl defendant has caused a serious injury or death and refuses testing, an officer or a
prosecuting attorney may seek “a remotely communicated search warrant, when reasonable under the circumstances”;
in such cases, all communication between the judicial officer and the requestor “may be remotely transmitted by voice,
image, text or any combination thereof, or by other means and shall be recorded...by writing or mechanical, magnetic,
electronic, photographic storage or by other means”; the judicial officer may direct the requestor to sign the judicial
officer's name “on a warrant at a remote location”

W.R.Cr.P. Rule 41: search warrants may be based “wholly or partially” on recorded sworn testimony, preserved by a
court reporter or by a recording device; if the judicial officer is to issue a warrant based upon communication received
by “telephone or other electronic means” and if a telephone warrant is used, the requestor and any witnesses must

be placed under oath; the requestor must prepare a proposed duplicate warrant, and the judicial officer must enter
the contents of the proposed duplicate warrant into an original warrant; the judicial officer may direct that the warrant
be modified; if the proposed duplicate warrant is received by electronic means, the judicial officer may modify it (in
which case it can serve as the original warrant], and then transmit the original warrant (or the modified warrant] to the

requestor
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APPENDIX C:
Business Process Analysis Resources

Business Requirements Document Sample (including workflow diagrams and document indices)

The following sample business requirements document is for the design and implementation of an e-Filing
application. It is provided for illustrative purposes only as the scope for the design and implementation of an
eWarrant system will necessarily be different. Also included in this BRD are sample workflow diagrams and
document indices.

3.0 E-Filing Application
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Requirements Traceability Matrix Sample/Template

w
Requirements Traceability Matrix
Sample/Template

Click to view
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APPENDIX D:

Sample RFP from Washington State Patrol

Unless an electronic warrant system is developed in-house, agencies will need to contract for services. To
access an example of a Request for Proposal (RFP) that was issued by the Washington State Patrol, click on
the image below.

Washington State Patrol
Information Technology Division
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APPENDIX E:
Sample Training Materials

As discussed in Section 5 of this report, training of practitioners is an important component of eWarrant

system implementation. This appendix contains examples of eWarrant presentations from Minnesota, Texas,
and Utah that are used to deliver online and/or in-person training to law enforcement and judges. Click on
the images below to access these training materials.

Minnesota Electronic Search
Warrant Training Materials

Lubbock, Texas PowerPoint
for Judicial Training

Utah DRE Training Materials
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APPENDIX F:
eWarrant System Resources and Visuals

The case studies in Section 7 of this report highlighted practices in five jurisdictions and included screen shots
from their eWarrant systems. The following are additional screen shots from Minnesota, Utah, and Texas’

systems. Also included in this appendix is a copy of the Administrative Order that authorized Maricopa County’s
electronic search warrant pilot in 2012.

Minnesota eSearch Warrant Screen Shots
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Utah Criminal Justice Information System eWarrant Module Screen Shots
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Maricopa County Electronic Search Warrant Pilot Program Administrative Order
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